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FOREWORD

This Regulation is issued under the authority of DoD Directive 5400.11,
"Department of Defense Privacy Program," June 9, 1982. Its purpose is to
prescribe uniform procedures for implementation of the Defense Privacy Program.

This Regulation applies to the Office of the Secretary of Defense, the
Military Departments, the Organization of the Joint Chiefs of Staff, and the
Defense Agencies (hereafter referred to as "DoD Components"). It applies to
the National Security Agency only to the extent that its provisions are not
inconsistent with Public Laws 86-36 and 88-290.

The provisions of this Regulation shall be applicable by contract or
other legally binding action to U.S. Government contractors whenever a DoD
contract is let for the operation of a system of records or a portion of a
system of records. For purposes of responsibilities under DoD Directive
5400.11, contractor employees shall be considered employees of the contracting
DoD Component.

This Regulation does not apply to:

1. Requests for information made under the Freedom of Information Act
(DoD Directive 5400.7). These are processed in accordance with DoD 5400.7-R,
"DoD Freedom of Information Act Program," December 1980.

2. Requests for information from systems of records controlled by the
Office of Personnel Management (OPM), although maintained by a DoD Component.
These are processed under the applicable parts of the OPM's Federal Personnel
Manual.

3. Requests for personal information from the General Accounting Office.
These are processed in accordance with DoD Directive 7650.1, "General Accounting
Office Access to Records," August 26, 1982.

4. Requests for personal information from Congress. These are processed
in accordance with DoD Directive 5400.4, "Provision of Information to Congress,"
January 30, 1978, except for those specific provisions in Chapter 4 of this
Regulation.

This Regulation is effective immediately and is mandatory for use by all
DoD Components. Heads of DoD Components may issue supplementary instructions
only when necessary to provide for unique requirements within their Components.
Such instructions may not conflict with the provisions of this Regulation.
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Forward recommended changes through appropriate channels to:

Director, Defense Privacy Office
0SD Mail Room, Room 3A-948

The Pentagon

Washington, D.C. 20301

DoD Components may obtain copies of this Regulation through their own

publications channels. Other federal agencies and the public may obtain
copies from the Director, U.S. Naval Publications and Forms Center, 5801

Tabor Avenue, Philadelphia, PA 19120,

D. 0. Cooke
Deputy Assistant Secretary of Defense
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DL1. DEFINITIONS

DL1.1.1. Access. Thereviewof arecord or acopy of arecord or parts thereof in
asystem of records by any individual (see also paragraph DL1.1.7., below).

DL1.1.2. Agency. For the purposes of disclosing records subject to the Privacy
Act among DoD Components, the Department of Defense is aconsidered asingle
agency. For al other purposes to include applications for access and amendment,
denia of access or amendment, appeals from denia's, and record keeping as regards
release to non-DoD Agencies, each DoD Component is considered an agency within the
meaning of the Privacy Act.

DL1.1.3. Confidential Source. A person or organization who has furnished
information to the Federal Government under an express promise that the person's or
the organization's identity will be held in confidence or under animplied promise of
such confidentiality if this implied promise wag made before September 27, 1975.

DL1.1.4. Disclosure. Thetransfer of any personal information from asystem of
records by any means of communication (such as oral, written, electronic, mechanical,
or actual review) to any person, private entity, or Government Agency, other than the
subject of the record, the subject's designated agent or the subject's legal guardian.

DL1.1.5. Individua. Aliving citizen of the United States or an alien lawfully
admitted to the United States for permanent residence. The legal guardian of an
individua has the same rights as the individual and may act on his or her behalf. No
rights are vested in the representative of adead person under this Regulation and the
term "individud" does not embrace anindividua acting in aninterpersonal capacity (for
example, sole proprietorship or partnership).

DL1.1.6. Individua Access. Access to information pertaining to the individua by
the individual or his or her designated agent or legal guardian.

DL1.1.7. Maintain. Includes maintain, collect, use, or disseminate.

DL1.1.8. Official Use. Within the context of this Regulation, thistermis used
when officials and employees of aDoD Component have ademonstrated need for the
use of any record or the information contained therein in the performance of their
official duties, subject to DoD 5200.1-R (reference (a)).
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DL1.1.9. Personal Information. Information about anindividua that is intimate or
private to the individual, as distinguished from information related solely to the
individua's official functions or public life.

DL1.1.10. Privacy Act. The Privacy Act of 1974, as amended, 5 U.S.C. 552a
(reference (b)).

DL1.1.11. Privacy Act Request. Arequest from anindividual for notification as to
the existence of, access to, or amendment of records pertaining to that individual.
These records must be maintained in asystem of records. The request must indicate
that it is being made under the Privacy Act to be considered aPrivacy Act request.

DL1.1.12. Member of the Public. Any individua or party acting in aprivate
capacity to include Federal employees or military personnel.

DL1.1.13. Record. Anyitem, collection, or grouping of information about an
individual that is maintained by an Agency, including, but not limited to the individua's
education, financia transactions, medical history, and criminal or employment history,
and that contains the individua's name, or the identifying number, symbol, or other
identifying particular assigned to the individua, such as afinger or voice print or a
photograph.

DL1.1.14. Risk Assessment. Ananalysis considering information sensitivity,
vulnerabilities, and the cost to acomputer facility or word processing activity in
safeguarding personal information processed or stored in the facility or activity.

DL1.1.15. Routine Use. The disclosure of arecord outside the Department of
Defense for ause that is compatible with the purpose for which the information was
collected and maintained by the Department of Defense. The routine use must be
included in the published system notice for the system of records involved.

DL1.1.16. Statistical Record. Arecord maintained only for statistical research or
reporting purposes and not used in whole or in part in making determinations about
specific individuas.

DL1.1.17. System of Records. A group of records under the control of aDoD
Component from which information is retrieved by the individual's name or by some
identifying number, symbol, or other identifying particular assigned to the individual.
System notices for all Privacy Act systems of records must be published in the Federal
Register.
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DL1.1.18. Word Processing System. A combination of equipment employing
automated technology, systematic procedures, and trained personnel for the primary
purpose of manipulating human thoughts and verba or written communications into a
form suitable to the originator. The results are written or graphic presentations
intended to communicate verbally or visually with another individual.

DL1.1.19. Word Processing Equipment. Any combination of electronic hardware
and computer software integrated in avariety of forms (firmware, programmable
software, hardwiring, or similar equipment) that permits the processing of textual data.
Generdly, the equipment contains adevice to receive information, acomputer-like
processor with various capabilities to manipulate the information, astorage medium, and
an output device.

10 DEFINITIONS
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Cl. CHAPTER1
SYSTEMS OF RECORDS

C1.1. GENERAL

C1.1.1. System of Records. To be subject to the provisions of this Regulation a
"system of records’ must:

C1.1.1.1. Consist of "records’ (as defined in paragraph DL 1.1.13.) that are
retrieved by the name of anindividua or some other personal identifier; and

C1.1.1.2. Be under the control of aDoD Component.

C1.1.2. Retrieval Practices

C1.1.2.1. Records inagroup of records that may be retrieved by aname or
personal identifier are not covered by this Regulation even if the records contain
personal dataand are under control of aDoD Component. The records must be, in fact,
retrieved by name or other personal identifier to become asystem of records for the
purpose of this Regulation.

C1.1.2.2. If files that are not retrieved by name or personal identifier are
rearranged in such manner that they are retrieved by name or personal identifier, anew
systems notice must be submitted in accordance with paragraph C6.4.3. of Chapter 6.

C1.1.2.3. If records in asystem of records are rearranged so that retrieval is
no longer by name or other personal identifier, the records are no longer subject to this
Regulation and the system notice for the records shall be deleted in accordance with
paragraph C6.5.3. of Chapter 6.

C1.1.3. Relevance and Necessity. Retaininasystem of records only that personal
information that is relevant and necessary to accomplish apurpose required by aFedera
statute or an Executive Order.

C1.1.4. Authority to Establish Systems of Records. Identify the specific statute or
the Executive Order that authorizes maintaining personal information in each system of
records. The existence of astatute or Executive Order mandating the maintenance of a
system of records does not abrogate the responsibility to ensure that the informationin
the system of records is relevant and necessary.
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C1.1.5. Exercise of First Amendment Rights

C1.1.5.1. Do not maintain any records describing how an individua exercises
his or her rights guaranteed by the First Amendment of the U.S. Constitution except
when:

C1.1.5.1.1. Expressy authorized by Federa statute;
C1.1.5.1.2. Expressly authorized by the individud; or

C1.1.5.1.3. Maintenance of the information is pertinent to and within the
scope of an authorized law enforcement activity.

C1.1.5.2. First Amendment rights include, but are not limited to, freedom of
religion, freedom of political beliefs, freedom of speech, freedom of the press, the
right to assemble, and the right to petition.

C1.1.6. System Manager's Evaluation

C1.1.6.1. Evauate the information to be included in each new system before
establishing the system and evaluate periodically the information contained in each
existing system of records for relevancy and necessity. Such areview shall also occur
when a system notice amendment or alteration is prepared (see sections C6.4. and C6.5.
of Chapter 6).

C1.1.6.2. Consider the following:

C1.1.6.2.1. Therelationship of each item of information retained and
collected to the purpose for which the system is maintained;

C1.1.6.2.2. The specific impact on the purpose or mission of not
collecting each category of information contained in the system;

C1.1.6.2.3. The possibility of meeting the informational requirements
through use of information not individualy identifiable or through other techniques,
such as sampling;

C1.1.6.2.4. Thelength of time each item of personal information must be
retained,;

C1.1.6.2.5. The cost of maintaining the information; and
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C1.1.6.2.6. The necessity and relevancy of the information to the purpose
for whichit was collected.

C1.1.7. Discontinued Information Requirements

C1.1.7.1. Stop collecting immediately any category or item of personal
information for which retention is no longer justified. Also excise this information
from existing records, when feasible.

C1.1.7.2. Do not destroy any records that must be retained in accordance with
disposal authorizations established under 44 U.S.C., Section 303a (reference (c)).

C1.2. STANDARDS OF ACCURACY

C1.2.1. Accuracy of Information Maintained. Maintain all persona information
that is used or may be used to make any determination about an individual with such
accuracy, relevance, timeliness, and completeness as is reasonably necessary to ensure
fairness to the individua in making any such determination.

C1.2.2. Accuracy Determinations Before Dissemination. Before disseminating
any personal information from asystem of records to any person outside the
Department of Defense, other than aFederal Agency, make reasonable efforts to ensure
that the information to be disclosed is accurate, relevant, timely, and complete for the
purpose it is being maintained (see also paragraph C3.1.4. of Chapter 3 and paragraph
C4.1.4. of Chapter 4).

C1.3. GOVERNMENT CONTRACTORS

C1.3.1. Applicability to Government Contractors

C1.3.1.1. When aDoD Component contracts for the operation or maintenance
of asystem of records or aportion of asystem of records by acontractor, the record
system or the portion of the record system affected are considered to be maintained by
the DoD Component and are subject to this Regulation. The Component is responsible
for applying the requirements of this Regulation to the contractor. The contractor and
its employees are to be considered employees of the DoD Component for purposes of
the sanction provisions of the Privacy Act during the performance of the contract.
Consistent with the Defense Acquisition Regulation (DAR), section 1.327 (reference
(d)), contracts requiring the maintenance of asystem of records or the portion of a
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system of records shall identify specifically the record system and the work to be
performed and shall include in the solicitation and resulting contract such terms as are
prescribed by reference (d).

C1.3.1.2. If the contractor must use or have access to individualy identifiable
information subject to this Regulation to perform any part of acontract, and the
information would have been collected and maintained by the DoD Component but for
the award of the contract, these contractor activities are subject to this Regulation.

C1.3.1.3. Therestriction in paragraphs C1.3.1.1. and C1.3.1.2. of this Chapter
do not apply to records:

C1.3.1.3.1. Established and maintained to assist in making internal
contractor management decisions, such as records maintained by the contractor for use
in managing the contract;

C1.3.1.3.2. Maintained as internal contractor employee records even
when used in conjunction with providing goods and services to the Department of
Defense; or

C1.3.1.3.3. Maintained as training records by an educational organization
contracted by aDoD Component to provide training when the records of the contract
students are similar to and commingled with training records of other students (for
example, admission forms, transcripts, academic counseling and similar records).

C1.3.1.3.4. Maintained by aconsumer reporting agency to which records
have been disclosed under contract in accordance with the Federal Claims Collection
Act of 1966 (reference (e)).

C1.3.1.4. DoD Components must publish instructions that:

C1.3.1.4.1. Furnish DoD Privacy Program guidance to their personnel
who solicit, award, or administer Government contracts;

C1.3.1.4.2. Inform prospective contractors of their responsibilities
regarding the DoD Privacy Program; and

C1.3.1.4.3. Establish aninternal system of contractor performance review
to ensure compliance with the DoD Privacy Program.

C1.3.2. Contracting Procedures. The Defense Systems Acquisition Regulatory
Council (DSARC) is responsible for developing the specific policies and procedures to
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be followed when soliciting bids, awarding contracts or administering contracts that are
subject to this Regulation.

C1.3.3. Contractor Compliance. Through the various contract surveillance
programs, ensure contractors comply with the procedures established in accordance with
paragraph C1.3.2. of this Chapter.

C1.3.4. Disclosure of Records to Contractors. Disclosure of personal records a
contractor for the use in the performance of any DoD contract by aDoD Component is
considered adisclosure within the Department of Defense (see paragraph C4.1.2. of
Chapter 4). The contractor is considered the agent of the contracting DoD Component
and to be maintaining and receiving the records for that Component.

C1l.4. SAFEGUARDING PERSONAL INFORMATION

C1.4.1. General Responsibilities. Establish appropriate administrative, technical
and physical safeguards to ensure that the records in every system of records are
protected from unauthorized alteration or disclosure and that their confidentiality is
protected. Protect the records against reasonably anticipated threats or hazards that
could result in substantial harm, embarrassment, inconvenience, or unfairness to any
individual about whom information is kept.

C1.4.2. Minimum Standards

C1.4.2.1. Tailor system safeguards to conform to the type of records in the
system, the sensitivity of the personal information stored, the storage medium used and,
to adegree, the number of records maintained.

C1.4.2.2. Treat al unclassified records that contain personal information that
normally would be withheld from the public under Exemption Numbers 6 and 7, section
3-200, DoD 5400.7-R (reference (f)) asif they were designated "For Official Use Only"
and safeguard them in accordance with the standards established by reference (f) evenif
they are not actually marked "For Official Use Only."

C1.4.2.3. Afford persona information that does not meet the criteria
discussed in paragraph C1.4.3.2. of this Chapter that degree of security that provides
protection commensurate with the nature and type of information involved.
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C1.4.2.4. Special administrative, physical, and technical procedures are
required to protect datathat is stored or being processed temporarily in an automated
data processing (ADP) system or in aword processing activity to protect it against
threats unique to those environments (see Appendices 1 and 2).

C1.4.2.5. Tailor safeguards specifically to the vulnerabilities of the system.

C1.4.3. Records Disposal

C1.4.3.1. Dispose of records containing personal dataso asto prevent
inadvertent compromise. Disposal methods such as tearing, burning, melting, chemical
decomposition, pulping, pulverizing, shredding, or mutilation are considered adequate if
the personal datais rendered unrecognizable or beyond reconstruction.

C1.4.3.2. Thetransfer of large quantities of records containing personal data
(for example, computer cards and printouts) in bulk to adisposal activity, such as the
Defense Property Disposal Office, is not arelease of personal information under this
Regulation. The sheer volume of such transfers make it difficult or impossible to
identify readily specific individua records (see paragraph C1.4.3.3. of this Chapter).

C1.4.3.3. Whendisposing of or destroying large quantities of records
containing personal information, care must be exercised to ensure that the bulk of the
records is maintained so as to prevent specific records from being readily identified. If
bulk is maintained, no special procedures are required. If bulk cannot be maintained or
If the form of the records make individually identifiable information easily available,
dispose of the record in accordance with paragraph C1.4.3.1. of this Chapter.
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C2. CHAPTER 2
COLLECTING PERSONAL INFORMATION

C2.1. GENERAL CONSIDERATIONS

C2.1.1. Callect Directly From the Individua. Collect to the greatest extent
practicable personal information directly from the individua to whomit pertainsif the
information may be used in making any determination about the rights, privileges, or
benefits of the individua under any Federal program (see also paragraph C1.1.3. of this
Chapter).

C2.1.2. Collecting Social Security Numbers (SSNs)

C2.1.2.1. Itisunlawful for any Federal, State, or local governmenta agency to
deny anindividual any right, benefit, or privilege provided by law because the individua
refuses to provide his or her SSN. However, if aFedera statute requires that the SSN
be furnished or if the SSN is required to verify the identity of the individual in asystem
of records that was established and in use before January 1, 1975, and the SSN was
required as anidentifier by astatute or regulation adopted before that date, this
restriction does not apply.

C2.1.2.2. When anindividua is requested to provide his or her SSN, he or she
must be told:

C2.1.2.2.1. The uses that will be made of the SSN;

C2.1.2.2.2. The statute, regulation, or rule authorizing the solicitation of
the SSN; and

C2.1.2.2.3. Whether providing the SSN is voluntary or mandatory.

C2.1.2.3. Include in any systems notice for any system of records that
contains SSNs astatement indicating the authority for maintaining the SSN and the
sources of the SSNsinthe system. If the SSN is obtained directly from the individual
indicate whether this is voluntary or mandatory.

C2.1.2.4. E.O.9397 (reference (g)) authorizes solicitation and use of SSNs as
numerical identifier for individuas in most Federal records systems. However,
reference (g) does not provide mandatory authority for soliciting SSNs.
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C2.1.2.5. Upon entrance into military service or civilian employment with the
Department of Defense, individuals are asked to provide their SSNs. The SSN becomes
the service or employment number for the individual and is used to establish personnel,
financial, medical, and other official records. Provide the notification in paragraph
C2.1.2.2. of this Chapter to the individua when originally soliciting his or her SSN.
After anindividua has provided his or her SSN for the purpose of establishing arecord,
the notification in paragraph C2.1.2.2. is not required if the individua is only requested
to furnish or verify the SSNs for identification purposes in connection with the normal
use of his or her records. However, if the SSN is to be written down and retained for
any purpose by the requesting official, the individual must be provided the notification
required by paragraph C2.1.2.2. of this Chapter.

C2.1.2.6. Consult the Federal Personnel Manual (FPM) (reference (h))when
soliciting SSNs for use in the Office of Personnel Management (OPM) records
systems.

C2.1.3. Collecting Personal Information From Third Parties. It may not be
practical to collect personal information directly from the individua in all cases. Some
examples of this are:

C2.1.3.1. Veification of information through third-party sources for security
or employment suitability determinations;

C2.1.3.2. Seeking third-party opinions such as supervisory comments as to job
knowledge, duty performance, or other opinion-type evaluations,

C2.1.3.3. When obtaining the needed information directly from the individual
Is exceptionally difficult or may result in unreasonable costs; or

C2.1.3.4. Contacting athird party at the request of the individua to furnish
certain information such as exact periods of employment, termination dates, copies of
records, or similar information.

C2.1.4. Privacy Act Statements

C2.1.4.1. When anindividua is requested to furnish personal information
about himself or herself for inclusion in asystem of records, aPrivacy Act Statement is
required regardless of the medium used to collect the information (forms, personal
interviews, stylized formats, telephonic interviews, or other methods). The Privacy Act
Statement consists of the elements set forth in paragraph C2.1.4.2. of this Chapter.

The statement enables the individua to make aninformed decision whether to provide
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the information requested. If the personal information solicited is not to be
incorporated into asystem of records, the statement need not be given. However,
personal information obtained without aPrivacy Act Statement shall not be incorporated
into any system of records. When soliciting SSNs for any purpose, see paragraph
C2.1.2.2. of this Chapter.

C2.1.4.2. The Privacy Act Statement shall include:

C2.1.4.2.1. The specific Federal statute or Executive Order that
authorizes collection of the requested information (see paragraph C1.1.4. of Chapter 1).

C2.1.4.2.2. The principal purpose or purposes for which the information
IS to be used;

C2.1.4.2.3. Theroutine uses that will be made of the information (see
paragraph C4.2.6. of Chapter 4);

C2.1.4.2.4. Whether providing the information is voluntary or mandatory
(see paragraph C2.1.5. of this Chapter); and

C2.1.4.2.5. The effects on the individua if he or she chooses not to
provide the requested information.

C2.1.4.3. The Privacy Act Statement shall be concise, current, and easily
understood.

C2.1.4.4. The Privacy Act statement may appear as apublic notice (sign or
poster), conspicuously displayed in the areawhere the information is collected, such as
at check-cashing facilities or identification photograph facilities.

C2.1.4.5. Theindividua normally is not required to sign the Privacy Act
Statement.

C2.1.4.6. Provide the individual awritten copy of the Privacy Act Statement
upon request. This must be done regardless of the method chosen to furnish the initial
advisement.

C2.1.5. Mandatory as Opposed to Voluntary Disclosures. Include in the Privacy
Act Statement specifically whether furnishing the requested personal datais mandatory
or voluntary. Arequirement to furnish personal datais mandatory only when aFederal
statute, Executive Order, Regulation, or other lawful order specifically imposes aduty
on the individua to provide the information sought, and the individua is subject to a
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pendty if he or she fails to provide the requested information. If providing the
information is only acondition of or prerequisite to granting abenefit or privilege and
the individual has the option of requesting the benefit or privilege, providing the
information is aways voluntary. However, the loss or denial of the privilege, benefit,
or entitlement sought may be listed as aconsequence of not furnishing the requested
information.

C2.2. FORMS

C2.2.1. DoD Forms

C2.2.1.1. DaoD Directive 5000.21 (reference (i)) provides guidance for
preparing Privacy Act Statements for use with forms (see also paragraph C2.2.1.2. of
this Chapter).

C2.2.1.2. Whenforms are used to collect personal information, the Privacy
Act Statement shall appear as follows (listed in the order of preference):

C2.2.1.2.1. Inthe body of the form, preferably just below the title so that
the reader will be advised of the contents of the statement before he or she begins to
complete the form;

C2.2.1.2.2. Onthe reverse side of the form with an appropriate annotation
under the title giving its location;

C2.2.1.2.3. On atear-off sheet attached to the form; or
C2.2.1.2.4. Asaseparate supplement to the form.

C2.2.2. Forms Issued by non-DoD Activities

C2.2.2.1. Forms subject to the Privacy Act issued by other Federal Agencies
have aPrivacy Act Statement attached or included. Always ensure that the statement
prepared by the originating Agency is adequate for the purpose for which the form will
be used by the DoD activity. If the Privacy Act Statement provided is inadequate, the
DoD Component concerned shall prepare anew statement or asupplement to the
existing statement before using the form.
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C2.2.2.2. Forms issued by agencies not subject to the Privacy Act (State,
municipal, and other local agencies) do not contain Privacy Act Statements. Before
using aform prepared by such agencies to collect personal data subject to this
Regulation, an appropriate Privacy Act Statement must be added.
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C3. CHAPTER 3
ACCESSBY INDIVIDUALS

C3.1. INDIVIDUAL ACCESS TO PERSONAL INFORMATION

C3.1.1. Individua Access

C3.1.1.1. The access provisions of this Regulation are intended for use by
individuals about whom records are maintained in systems of records. Release of
personal information to individuals under this Regulation is not considered public
release of information.

C3.1.1.2. Make available to the individual to whom the record, pertains all of
the personal information that can be released consistent with DoD responsibilities.

C3.1.2. Individua Requests for Access. Individuals shall address requests for
access to persona information in asystem of records to the system manager or to the
office designated in the DoD Component rules or the system notice.

C3.1.3. Verification of Identity

C3.1.3.1. Before granting access to personal data, anindividua may be
required to provide reasonable verification of his or her identity.

C3.1.3.2. Identity verification procedures shall not:

C3.1.3.2.1. Be so complicated as to discourage unnecessarily individuas
from seeking access to information about themselves; or

C3.1.3.2.2. Berequired of anindividual seeking access to records that
normally would be available under DoD 5400.7-R (reference (f)).

C3.1.3.3. Normally, when individuals seek personal access to records
pertaining to themselves, identification is made from documents that normally are
readily available, such as employee and military identification cards, driver's license,
other licenses, permits or passes used for routine identification purposes.

C3.1.3.4. When access is requested by mail, identity verification may consist
of the individual providing certain minimum identifying data, such as full name, date and
place of birth, or such other personal information necessary to locate the record
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sought. If the information sought is of asensitive nature, additional identifying data
may be required. If notarization of requests is required, procedures shall be established
for an alternate method of verification for individuals who do not have access to notary
services, such as military members overseas.

C3.1.3.5. If anindividua wishes to be accompanied by athird party when
seeking access to his or her records or to have the records released directly to athird
party, the individual may be required to furnish asigned access authorization granting the
third-party access.

C3.1.3.6. Anindividua shall not be refused access to his or her record solely
because he or she refuses to divulge his or her SSN unless the SSN is the only method
by which retrieval can be made. (See paragraph C2.1.2. of Chapter 2.)

C3.1.3.7. Theindividua is not required to explain or justify his or her need
for access to any record under this Regulation.

C3.1.3.8. Only adenia authority may deny access and the denial must be in
writing and contain the information required by paragraph C3.2.2. of this Chapter.

C3.1.4. Granting Individual Access to Records

C3.1.4.1. Grant the individua access to the original record or an exact copy
of the original record without any changes or deletions, except when changes or
deletions have been made in accordance with paragraph C5.1.5. of Chapter 5. For the
purpose of granting access, arecord that has been amended under paragraph C3.3.2. of
this Chapter is considered to be the original. See paragraph C3.1.5. of this Chapter for
the policy regarding the use of summaries and extracts.

C3.1.4.2. Provide exact copies of the record when furnishing the individual
copies of records under this Regulation.

C3.1.4.3. Explaininterms understood by the requestor any record or portion
of arecord that is not clear.

C3.1.5. lllegible, Incomplete, or Partially Exempt Records

C3.1.5.1. Do not deny anindividua access to arecord or acopy of arecord
solely because the physical condition or format of the record does not make it readily
available (for example, deteriorated state or on magnetic tape). Either prepare an
extract or recopy the document exactly.
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C3.1.5.2. If aportion of the record contains information that is exempt from
access, an extract or summary containing al of the information in the record that is
releasable shall be prepared.

C3.1.5.3. When the physical condition of the record or its state makes it
necessary to prepare an extract for release, ensure that the extract can be understood by
the requester.

C3.1.5.4. Explainto the requester all deletions or changes to the records.

C3.1.6. Access to Medical Records

C3.1.6.1. Disclose medical records to the individua to whom they pertain,
even if aminor, unless ajudgment is made that access to such records could have an
adverse effect on the mental or physical health of the individual. Normally, this
determination shall be made in consultation with amedical doctor.

C3.1.6.2. If it is determined that the release of the medical information may
be harmful to the mental or physical health of the individual:

C3.1.6.2.1. Send the record to aphysician named by the individua; and

C3.1.6.2.2. Inthe transmittal letter to the physician explain why access by
the individua without proper professional supervision could be harmful (unlessit is
obvious from the record).

C3.1.6.3. Do not require the physician to request the records for the
individual.

C3.1.6.4. If the individual refuses or fails to designate aphysician, the record
shall not be provided. Suchrefusal of access is not, considered adenia for Privacy Act
reporting purposes. (See paragraph C3.2.1. of this Chapter.)

C3.1.6.5. Accessto aminor's medical records may be granted to his or her
parents or legal guardians. However, observe the following procedures:

C3.1.6.5.1. Inthe United States, the laws of the particular State in which
the records are located may afford special protection to certain types of medical
records (for example, records dealing with treatment for drug or alcohol abuse and
certain psychiatric records). Evenif the records are maintained by amilitary medical
facilities these statutes may apply.

24 CHAPTER 3



DoD 5400.11-R, August 1983

C3.1.6.5.2. For the purposes of parental access to the medical records
and medical determinations regarding minors at overseas installation the age of majority
is 18 years except when:

C3.1.6.5.2.1. Aminor at the time he or she sought or consented to
the treatment was between 15 and 17 years of age;

C3.1.6.5.2.2. The treatment was sought in aprogram that was
authorized by regulation or statute to offer confidentiality of treatment records as apart
of the program;

C3.1.6.5.2.3. The minor specifically requested or indicated that he or
she wished the treatment record to be handled with confidence and not released to a
parent or guardian; and

C3.1.6.5.2.4. The parent or guardian seeking access does not have
the written authorization of the minor or avalid court order granting access.

C3.1.6.5.3. If dl four of the above conditions are met, the parent or
guardian shall be denied access to the medical records of the minor. Do not use these
procedures to deny the minor access to his or her own records under this Regulation or
any other statutes.

C3.1.6.6. All members of the Military Services and all married persons are
not considered minors regardless of age, and the parents of these individua do not have
access to their medical records without written consent of the individual.

C3.1.7. Access to Information Compiled in Anticipation of Civil Action

C3.1.7.1. Anindividua is not entitled under this Regulation to gain access to
information compiled in reasonable anticipation of acivil action or proceeding.

C3.1.7.2. Theterm "civil proceeding”is intended to include quasi-judicial and
pretrial judicial proceedings that are the necessary preliminary steps to formal litigation.

C3.1.7.3. Attorney work products prepared in conjunction with quasi-judicial,
pretrial, and trial proceedings, to include those prepared to advise DoD Component
officials of the possible legal consequences of agiven course of action, are protected.
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C3.1.8. Access to Investigatory Records

C3.1.8.1. Requests by individuals for access to investigatory records
pertaining to themselves and compiled for law enforcement purposes are processed
under this Regulation or DoD 5400.7-R (reference (f)) depending on which regulation
gives them the greatest degree of access.

C3.1.8.2. Process requests by individuals for access to investigatory record
pertaining to themselves compiled for law enforcement purposes and in the custody of
law enforcement activities that have been incorporated into systems of records
exempted from the access provisions of this Regulation in accordance with section
C5.2. of Chapter 5 under reference (f). Do not deny anindividua access to the record
solely because it is in the exempt system, but give him or her automatically the same
access he or she would receive under reference (f) (see also paragraph C3.1.10. of this
Chapter).

C3.1.8.3. Process requests by individuals for access to investigatory records
pertaining to themselves that are in records systems exempted from access provisions
under paragraph C5.3.1. of Chapter 5, under this Regulation, or reference (f) depending
upon which Regulation gives the greatest degree of access (see aso paragraph C3.1.10.
of this Chapter).

C3.1.8.4. Refer individua requests for access to investigatory records
exempted from access under section C5.2. of Chapter 5 temporarily in the hands of a
non-investigatory element for adjudicative or personnel actions to the originating
investigating Agency. Inform the requester inwriting of these referrals.

C3.1.9. Non-Agency Records

C3.1.9.1. Certain documents under the physical control of DoD personnel and
used to assist them in performing official functions, are not considered "Agency records’
within the meaning of this Regulation. Uncirculated personal notes and records that are
not disseminated or circulated to any person or organization (for example, personal
telephone lists or memory aids) that are retained or discarded at the author's discretion
and over which the Component exercises no direct control, are not considered Agency
records. However, if personnel are officially directed or encouraged, either in writing
or orally, to maintain such records, they may become "Agency records," and may be
subject to this Regulation.

C3.1.9.2. The persona uncirculated handwritten notes of unit leaders, office
supervisors, or military supervisory personnel concerning subordinates are not systems
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of records within the meaning of this Regulation. Such notes are an extension of the
individual's memory. These notes, however, must be maintained and discarded at the
discretion of the individual supervisor and not circulated to others. Any established
requirement to maintain such notes (such as, written or oral directives, regulations, or
command policy) make these notes "Agency records’ and they then must be made a part
of asystem of records. If the notes are circulated, they must be made apart of a
system of records. Any action that gives personal notes the appearance of official
Agency records is prohibited, unless the notes have been incorporated into asystem of
records.

C3.1.10. Relationship Between the Privacy Act and the Freedom of Information
Act

C3.1.10.1. Process requests for individua access as follows:

C3.1.10.1.1. Requests by individuals for access to record pertaining to
themselves made under the Freedom of Information Act (reference (i)) or DoD
5400.7-R (reference (f)) or DoD Component instructions implementing reference (f)
are processed under the provisions of that reference.

C3.1.10.1.2. Requests by individuas for access to records pertaining to
themsel ves made under the Privacy Act of 1972 (reference (b)), this Regulation, or the
DoD Component instructions implementing this Regulation are processed under this
Regulation.

C3.1.10.1.3. Requests by individuas for access to records about
themselves that cite both Acts or the implementing regulations and instructions for both
Acts are processed under this Regulation except:

C3.1.10.1.3.1. When the access provisions of reference (f) provide a
greater degree of access; or

C3.1.10.1.3.2. When access to the information sought is controlled
by another Federal statute.

C3.1.10.1.3.3. If the former applies, follow the provisions of
reference (f); andif the latter applies, follow the access procedures established under
the controlling statute.

C3.1.10.1.4. Requests by individuas for access to information about
themselves in systems of records that do not cite either Act or the implementing
regulations or instructions for either Act are processed under the procedures
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established by this Regulation. However, there is no requirement to cite the specific
provisions of this Regulation or the Privacy Act (reference (b)) when responding to
such requests. Do not count these requests as Privacy Act request for reporting
purposes (see Chapter 8).

C3.1.10.2. Do not deny individuals access to persona information concerning
themselves that would otherwise be releasable to them under either Act solely because
they fail to cite either Act or cite the wrong Act, Regulation, or Instruction.

C3.1.10.3. Explainto the requester which Act or procedures have been used
when granting or denying access under either Act (see also subparagraph C3.1.10.1.4. of
this Chapter).

C3.1.11. Time Limits. Normally acknowledge requests for access within 10
working days after receipt and provide access within 30 working days.

C3.1.12. Privacy Case File. Establish aPrivacy Act case file when required (see
paragraph C3.3.16. of this Chapter).

C3.2. DENIAL OF INDIVIDUAL ACCESS

C3.2.1. Denying Individua Access

C3.2.1.1. Anindividua may be denied formally access to arecord pertaining
to himor her only if the record:

C3.2.1.1.1. Was compiled in reasonable anticipation of civil action (see
paragraph C3.1.7. of this Chapter).

C3.2.1.1.2. Isinasystem of records that has been exempted from the
access provisions of this Regulation under one of the permitted exemptions (see
Chapter 5).

C3.2.1.1.3. Contains classified information that has been exempted from
the access provision of this Regulation under the blanket exemption for such material
claimed for all DoD records systems (see paragraph C5.1.3. of Chapter 5).

C3.2.1.1.4. Is contained in asystem of records for which access may be
denied under some other Federa statute.
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C3.2.1.2. Only deny the individua access to those portions of the records
from which the denial of access serves some legitimate governmental purpose.

C3.2.2. Other Reasons to Refuse Access

C3.2.2.1. Anindividua may be refused access if:

C3.2.2.1.1. Therecordis not described well enough to enable it to be
located with areasonable amount of effort on the part of an employee familiar with the
file; or

C3.2.2.1.2. Accessis sought by anindividua who fails or refuses to
comply with the established procedural requirements, including refusing to name a
physician to receive medical records when required (see paragraph C3.1.6. of this
Chapter) or to pay fees (see section C3.4. of this Chapter).

C3.2.2.2. Always explainto the individual the specific reason access has been
refused and how he or she may obtain access.

C3.2.3. Notifying the Individud. Formal denials of access must be in writing and
include as aminimum:

C3.2.3.1. The name, title or position, and signature of adesignated Component
denia authority;

C3.2.3.2. The date of the denial;

C3.2.3.3. The specific reason for the denial, including specific citation to the
appropriate sections of the Privacy Act or other statutes, this Regulation, DoD
Component instructions or Code of Federal Regulations (CFR) authorizing the denial;

C3.2.3.4. Notice to the individua of his or her right to appea the denia
through the Component appeal procedure within 60 calendar days; and

C3.2.3.5. Thetitle or position and address of the Privacy Act appeals official
for the Component.

C3.2.4. DoD Component Appea Procedures. Establishinternal appea procedures
that, as aminimum, provide for:
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C3.2.4.1. Review by the Head of the Component or his or her designee of any
apped by anindividual from adenia of access to Component records.

C3.2.4.2. Formal written notification to the individua by the appea authority
that shall:

C3.2.4.2.1. If the denidl is sustained totally or in part, include as a
minimum:

C3.2.4.2.1.1. The exact reason for denying the appeal to include
specific citation to the provisions of the Act or other statute, this Regulation,
Component instructions or the CFR upon which the determination is based;

C3.2.4.2.1.2. The date of the appea determination;

C3.2.4.2.1.3. The name, title, and signature of the appeal authority;
and

C3.2.4.2.1.4. A statement informing the applicant of his or her right
to seek judicial relief.

C3.2.4.2.2. If the apped is granted, notify the individual and provide
access to the material to which access has been granted.

C3.2.4.3. The written apped notification granting or denying access is the
final Component action as regards access.

C3.2.4.4. Theindividua shall file any appeals from denial of access
within no less than 60 calendar days of receipt of the denial notification.

C3.2.4.5. Process al appeals within 30 days of receipt unless the appeal
authority determines that afair and equitable review cannot be made within that period.
Notify the applicant inwriting if additional time is required for the appellate review.
The notification must include the reasons for the delay and state when the individua
may expect an answer to the appedl.

C3.2.5. Denia of Appeds By Failureto Act. Arequester may consider his or her
apped formally denied if the appeal authority fails:

C3.2.5.1. To act onthe appeal within 30 days;
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C3.2.5.2. To provide the requester with anotice of extension within 30 days;
or

C3.2.5.3. To act withinthe time limits established in the Component's notice
of extension (see paragraph C3.2.4.5. of this Chapter).

C3.2.6. Denying Access to OPM Records Held by DoD Components

C3.2.6.1. Therecords inall systems of records maintained in accordance with
the OPM Government-wide system notices are technically only in the temporary
custody of the Department of Defense.

C3.2.6.2. All requests for access to these records must be processed in
accordance with the Federal Personnel Manual (reference (h)) as well as the applicable
Component procedures.

C3.2.6.3. When aDoD Component refuses to grant access to arecord inan
OPM system, the Component shall instruct the individual to direct his or her appeal to
the appropriate Component appeal authority, not the Office of Personnel Management.

C3.2.6.4. The Component is responsible for the administrative review of its
denial of access to such records.

C3.3. AMENDMENT OF RECORDS

C3.3.1. Individual Review and Correction. Individuas are encouraged to review the
personal information being maintained about them by DoD Components periodically and
to avall themselves of the procedures established by this Regulation and other
Regulations to update their records.

C3.3.2. Amending Records

C3.3.2.1. Anindividua may request the amendment of any record contained in
asystem of records pertaining to him or her unless the system of record has been
exempted specifically from the amendment procedures of this Regulation under
paragraph C5.1.2. of Chapter 5. Normally, amendments under this Regulation are
limited to correcting factual matters and not matters of official judgment, such as
performance ratings, promotion potential, and job performance appraisals.
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C3.3.2.2. While aComponent may require that the request for amendment be
inwriting, this requirement shall not be used to discourage individuals from requesting
vaid amendments or to burden needlessly the amendment process.

C3.3.2.3. Arequest for amendment must include:
C3.3.2.3.1. Adescription of the item or items to be amended,
C3.3.2.3.2. The specific reason for the amendment;

C3.3.2.3.3. Thetype of amendment action sought (deletion, correction,
or addition); and

C3.3.2.3.4. Copies of available documentary evidence supporting the
request.

C3.3.3. Burden of Proof. The applicant must support adequately his or her claim.

C3.3.4. Identification of Reguesters

C3.3.4.1. Individuas may be required to provide identification to ensure that
they are indeed seeking to amend arecord pertaining to themselves and not, inadvertently
or intentionally, the record of others.

C3.3.4.2. Theidentification procedures shall not be used to discourage
legitimate requests or to burden needlessly or delay the amendment process. (See
paragraph C3.1.3. of this Chapter.)

C3.3.5. Limits on Attacking Evidence Previously Submitted

C3.3.5.1. The amendment process is not intended to permit the alteration of
evidence presented in the course of judicial or quasi-judicial proceedings. Any
amendments or changes to these records normally are made through the specific
procedures established for the amendment of such records.

C3.3.5.2. Nothing in the amendment process is intended or designed to permit
acollateral attack upon what has aready been the subject of ajudicial or quasi-judicial
determination. However, while the individual may not attack the accuracy of the
judicial or quasi-judicial determination under this Regulation, he or she may challenge
the accuracy of the recording of that action.

32 CHAPTER 3



DoD 5400.11-R, August 1983

C3.3.6. Sufficiency of aRequest to Amend. Consider the following factors when
evauating the sufficiency of arequest to amend:

C3.3.6.1. The accuracy of the information itself; and

C3.3.6.2. The relevancy, timeliness, completeness, and necessity of the
recorded information for accomplishing an assigned mission or purpose.

C3.3.7. Time Limits

C3.3.7.1. Provide written acknowledgement of arequest to amend within 10
working days of its receipt by the appropriate systems manager. There is no need to
acknowledge arequest if the action is completed within 10 working days and the
individua is so informed.

C3.3.7.2. Theletter of acknowledgement shall clearly identify the request and
advise the individua when he or she may expect to be notified of the completed action.

C3.3.7.3. Only under the most exceptional circumstances shall more than 30
days be required to reach adecision on arequest to amend. Document fully and explain
inthe Privacy Act case file (see paragraph C3.3.16. of this Chapter) any such decision
that takes more than 30 days to resolve.

C3.3.8. Agreement to Amend. If the decisionis made to grant al or part of the
request for amendment, amend the record accordingly and notify the requester.

C3.3.9. Notification of Previous Recipients

C3.3.9.1. Notify all previous recipients of the information, as reflected in the
disclosure accounting records, that an amendment has been made and the substance of
the amendment. Recipients who are known to be no longer retaining the information
need not be advised of the amendment. All DoD Components and Federal Agencies
known to be retaining the record or information, evenif not reflected in adisclosure
record, shall be notified of the amendment. Advise the requester of these notifications.

C3.3.9.2. Honor all requests by the requester to notify specific Federal
Agencies of the amendment action.

C3.3.10. Denying Amendment. If the request for amendment is denied in whole or
in part, promptly advise the individua in writing of the decision to include:
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C3.3.10.1. The specific reason and authority for not amending;

C3.3.10.2. Notification that he or she may seek further independent review of
the decision by the Head of the Component or his or her designes;

C3.3.10.3. The procedures for appeding the decision citing the position and
address of the official to whom the apped shall be addressed; and

C3.3.10.4. Where he or she can receive assistance in filing the appeal.

C3.3.11. DoD Component Appea Procedures. Establish procedures to ensure the
prompt, complete, and independent review of each amendment denial upon appeal by the
individual. These procedures must ensure that:

C3.3.11.1. The appeal with all supporting materials both that furnished the
individual and that contained in Component records is provided to the reviewing official;
and

C3.3.11.2. If the appedl is denied completely or in part, the individua is
notified in writing by the reviewing official that:

C3.3.11.2.1. The apped has been denied and the specific reason and
authority for the denial;

C3.3.11.2.2. Theindividua may file astatement of disagreement with the
appropriate authority and the procedures for filing this statement;

C3.3.11.2.3. If filed properly, the statement of disagreement shall be
included in the records, furnished to al future recipients of the records, and provided to
all prior recipients of the disputed records who are known to hold the record; and

C3.3.11.2.4. Theindividua may seek ajudicial review of the decision not
to amend.

C3.3.11.3. If therecord is amended, ensure that:
C3.3.11.3.1. Therequester is notified promptly of the decision;

C3.3.11.3.2. All prior known recipients of the records who are known to
be retaining the record are notified of the decision and the specific nature of the
amendment (see paragraph C3.3.9. of this Chapter); and
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C3.3.11.3.3. Therequester is notified as to which DoD Components and
Federal Agencies have beentold of the amendment.

C3.3.11.4. Process all appeals within 30 days unless the appea authority
determines that afair review cannot be made within this time limit. If additional time
is required for the appeal, notify the requester, in writing, of the delay, the reason for
the delay, and when he or she may expect afinal decision onthe appea. Document
fully all requirements for additional time in the Privacy Case File. (See paragraph
C3.3.16. of this Chapter.)

C3.3.12. Denying Amendment of OPM Records Held by DoD Components

C3.3.12.1. Therecordsinall systems of records controlled by the Office of
Personnel Management (OPM) Government-wide system notices are technically only
temporarily in the custody of the Department of Defense.

C3.3.12.2. All requests for amendment of these records must be processed in
accordance with the Federal Personnel Manual (reference (h)). The Component denial
authority may deny arequest. However, the appeal process for al such denials must
include areview by the Assistant Director for Agency Compliance and Evauation,
Office of Personnel Management, 1900 E Street, NW, Washington, DC 20415.

C3.3.12.3. When an appesdl is received from a Component's denia of
amendment of the OPM controlled record, process the apped in accordance with
reference (h) and notify the OPM appeal authority listed above.

C3.3.12.4. Theindividual may appea any Component decision not to amend
the OPM records directly to OPM.

C3.3.12.5. OPM is the final review authority for any appeals from adenial to
amend the OPM records.

C3.3.13. Statements of Disagreement Submitted By Individuals

C3.3.13.1. If the reviewing authority refuses to amend the record as requested,
the individual may submit aconcise statement of disagreement setting forth his or her
reasons for disagreeing with the decision not to amend.

C3.3.13.2. If anindividua chooses to file astatement of disagreement,
annotate the record to indicate that the statement has been filed (see paragraph C3.3.14.
of this Chapter).
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C3.3.13.3. Furnish copies of the statement of disagreement to all DoD
Components and Federal Agencies that have been provided copies of the disputed
information and who may be maintaining the information.

C3.3.14. Maintaining Statements of Disagreement

C3.3.14.1. When possible, incorporate the statement of disagreement into the
record.

C3.3.14.2. If the statement cannot be made apart of the record establish
procedures to ensure that it is apparent from the records that astatement of
disagreement has been filed and maintain the statement so that it can be obtained readily
when the disputed information is used or disclosed.

C3.3.14.3. Automated record systems that are not programmed to accept
statements of disagreement shall be annotated or coded so that they clearly indicate that
astatement of disagreement is onfile, and clearly identify the statement with the
disputed information in the system.

C3.3.14.4. Provide acopy of the statement of disagreement whenever the
disputed information is disclosed for any purpose.

C3.3.15. DoD Component Summaries of Reasons For Refusing to Amend

C3.3.15.1. Asummary of reasons for refusing to amend may be included with
any record for which astatement of disagreement is filed.

C3.3.15.2. Include in this summary only the reasons furnished to the
individua for not amending the record. Do not include comments on the statement of
disagreement. Normally, the summary and statement of disagreement are filed together.

C3.3.15.3. When disclosing information for which asummary has been filed, a
copy of the summary may be included in the release, if the Component desires.

C3.3.16. Privacy Case Files

C3.3.16.1. Establish aseparate Privacy Case File to retain the documentation
received and generated during the amendment or access process.

C3.3.16.2. The Privacy Case File shal contain as aminimum:
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C3.3.16.2.1. Therequest for amendment or access;

C3.3.16.2.2. Copies of the DoD Component's reply granting or denying
the request;

C3.3.16.2.3. Any appeals from the individud,;

C3.3.16.2.4. Copies of the action regarding the appea with supporting
documentation that is not in the basic file; and

C3.3.16.2.5. Any other correspondence generated in processing the
apped, to include coordination documentation.

C3.3.16.3. Only the items listed in paragraphs C3.3.16.4. and C3.3.16.5. of
this Chapter may be included in the system of records challenged for amendment or for
which access is sought. Do not retain copies of unamended records in the basic record
system if the request for amendment is granted.

C3.3.16.4. The following items relating to an amendment request may be
included in the disputed record system:

C3.3.16.4.1. Copies of the amended record.

C3.3.16.4.2. Copies of the individual's statement of disagreement (see
paragraph C3.3.13. of this Chapter).

C3.3.16.4.3. Copies of Component summaries (see paragraph C3.3.15. of
this Chapter).

C3.3.16.4.4. Supporting documentation submitted by the individual.

C3.3.16.4.5. Thefollowing items relating to an access request may be
included in the basic records system:

C3.3.16.4.5.1. Copies of the request;

C3.3.16.4.5.2. Copies of the Component's action granting total
access. (Note: A separate Privacy case file need not be created in such cases.)

C3.3.16.4.5.3. Copies of the Component's action denying access.

C3.3.16.4.5.4. Copies of any appeals filed.
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C3.3.16.4.5.5. Copies of the reply to the appeal.

C3.3.16.4.5. Thereis no need to establish aPrivacy case file if the
individual has not cited the Privacy Act (reference (b)), this Regulation, or the
Component implementing instruction for this Regulation.

C3.3.16.4.6. Privacy case files shall not be furnished or disclosed to
anyone for use in making any determination about the individual other than
determinations made under this Regulation.

C3.4. REPRODUCTION FEES

C3.4.1. Assessing Fees

C3.4.1.1. Charge the individua only the direct cost of reproduction.
C3.4.1.2. Do not charge reproduction fees if copyingis:

C3.4.1.2.1. The only means to make the record available to the individua
(for example, acopy of the record must be made to delete classified information); or

C3.4.1.2.2. For the convenience of the DoD Component (for example,
the Component has no reading room where anindividual may review the record, or
reproduction is done to keep the original in the Component's file).

C3.4.1.2.3. No fees shall be charged when the record may be obtained
without charge under any other Regulation, Directive, or statute.

C3.4.1.2.4. Do not use fees to discourage requests.

C3.4.2. No Minimum Fees Authorized. Use fees only to recoup direct
reproduction costs associated with granting access. Minimum fees for duplication are
not authorized and there is no automatic charge for processing arequest.

C3.4.3. Prohibited Fees. Do not charge or collect fees for:

C3.4.3.1. Search andretrieval of records;

C3.4.3.2. Review of records to determine releasability;
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C3.4.3.3. Copying records for DoD Component convenience or when the
individual has not specifically requested acopy;

C3.4.3.4. Transportation of records and personnel; or
C3.4.3.5. Normal postage.

C3.4.4. Waiver of Fees

C3.4.4.1. Normally, fees are waived automaticaly if the direct costs of a
givenrequest is less than $30. This fee waiver provision does not apply when awaiver
has been granted to the individua before, and later requests appear to be an extension or
duplication of that original request. A DoD Component may, however, set aside this
automatic fee waiver provision when, on the basis of good evidence, it determines that
the waiver of fees is not inthe public interest.

C3.4.4.2. Decisions to walver or reduce fees that exceed the automatic waiver
threshold shall be made on acase-by-case basis.

C3.4.5. Fees for Members of Congress. Do not charge members of Congress for
copying records furnished even when the records are requested under the Privacy Act on
behalf of aconstituent (see paragraph C4.2.11. of Chapter 4). Whenreplyingto a
constituent inquiry and the fees involved are substantial, consider suggesting to the
Congressman that the constituent can obtain the information directly by writing to the
appropriate offices and paying the costs. When practical, suggest to the Congressman
that the record can be examined at no cost if the constituent wishes to visit the
custodian of the record.

C3.4.6. Reproduction Fees Computation. Compute fees using the appropriate
portions of the fee schedule in DoD 5400.7-R (reference (f)).
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C4. CHAPTER4

DISCLOSURE OF PERSONAL INFORMATION
TO OTHER AGENCIES AND THIRD PARTIES

C4.1. CONDITIONS OF DISCLOSURE

C4.1.1. Disclosures to Third Parties

C4.1.1.1. The Privacy Act only compels disclosure of records from asystem
of records to the individuals to whom they pertain.

C4.1.1.2. All requests by individuals for personal information about other
individuals (third parties) shall be processed under DoD 5400.7-R (reference (f)),
except for requests by the parents of aminor, or legal guardians of anindividual, for
access to the records pertaining to the minor or individual.

C4.1.2. Disclosures Among DoD Components. For the purposes of disclosure
and disclosure accounting, the Department of Defense is considered asingle agency
(see paragraph C4.2.1. of this Chapter).

C4.1.3. Disclosures Outside the Department of Defense. Do not disclose
personal information from asystem of records outside the Department of Defense
unless:

C4.1.3.1. The record has been requested by the individua to whom it pertains.

C4.1.3.2. The written consent of the individual to whom the record pertains
has been obtained for release of the record to the requesting Agency, activity, or
individual; or

C4.1.3.3. Therelease is for one of the specific non-consensual purposes set
forth in section C4.2. of this Chapter.

C4.1.4. Validation Before Disclosure. Except for releases made in accordance
with reference (f), before disclosing any personal information to any recipient outside
the Department of Defense, other than aFederal Agency or the individua to whom it
pertains:

C4.1.4.1. Ensure that the records are accurate, timely, complete, and relevant
for Agency purposes,
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C4.1.4.2. Contact the individud, if reasonably available, to verify the accuracy,
timeliness, completeness, and relevancy of the information, if this cannot be determined
from the record; or

C4.1.4.3. If the information is not current and the individua is not reasonably
available, advise the recipient that the information is believed accurate as of aspecific
date and any other known factors bearing on its accuracy and relevancy.

C4.2. NON-CONSENSUAL DISCLOSURES

C4.2.1. Disclosures Within the Department of Defense

C4.2.1.1. Records pertaining to anindividual may be disclosed without the
consent of the individua to any DoD official who has need for the record inthe
performance of his or her assigned duties.

C4.2.1.2. Rank, position, or title alone do not authorize access to personal
information about others. Anofficial need for the information must exist before
disclosure.

C4.2.2. Disclosures Under DoD 5400.7-R (reference (f))

C4.2.2.1. All records must be disclosed if their release is required by the
Freedom of Information Act (reference (j), see also reference (f)). Reference (j)
requires that records be made available to the public unless exempted from disclosure
by one of the nine exemptions found inthe Act. It follows, therefore, that if arecordis
not exempt from disclosure it must be disclosed.

C4.2.2.2. The standard for exempting most personal records, such as
personnel records, medical records, and similar records, is found in Exemption Number
6 of paragraph 3-200, reference (f). Under that exemption, release of personal
information can only be denied when its release would be a"clearly unwarranted invasion
of persona privacy."

C4.2.2.3. Release of personal information ininvestigatory records, including
personnel security investigation records, is controlled by the broader standard of an
"unwarranted invasion of personal privacy" found in Exemption Number 7 of paragraph
3-200, reference (f). This broader standard applies only to investigatory records.
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C4.2.2.4. See reference (f) for the standards to use in applying these
exemptions.

C4.2.3. Persona Information That Is Normally Releasable

C4.2.3.1. DaD Civilian Employees

C4.2.3.1.1. Some examples of personal information regarding DoD
civilian employees that normally may be released without aclearly unwarranted invasion
of personal privacy include:

C4.2.3.1.1.1. Name.

C4.2.3.1.1.2. Present and past position titles.
C4.2.3.1.1.3. Present and past grades.
C4.2.3.1.1.4. Present and past salaries.
C4.2.3.1.1.5. Present and past duty stations.
C4.2.3.1.1.6. Office or duty telephone numbers.

C4.2.3.1.2. All disclosures of personal information regarding Federal
civilian employees shall be made in accordance with the Federal Personnel Manual
(FPM) (reference (h)).

C4.2.3.2. Military Members

C4.2.3.2.1. Whileit is not possible to identify categorically information
that must be released or withheld from military personnel records in every instance, the
following items of personal information regarding military members normally may be
disclosed without aclearly unwarranted invasion of their personal privacy:

C4.2.3.2.1.1. Full name.
C4.2.3.2.1.2. Rank.
C4.2.3.2.1.3. Date of rank.

C4.2.3.2.1.4. Gross salary.
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C4.2.3.2.1.5. Past duty assignments.

C4.2.3.2.1.6. Present duty assignment.

C4.2.3.2.1.7. Future assignments that are officially established.
C4.2.3.2.1.8. Office or duty telephone numbers.

C4.2.3.2.1.9. Source of commission.

C4.2.3.2.1.10. Promotion sequence number.

C4.2.3.2.1.11. Awards and decorations.

C4.2.3.2.1.12. Attendance at professional military schools.
C4.2.3.2.1.13. Duty status at any given time.

C4.2.3.2.2. All releases of personal information regarding military
members shall be made in accordance with the standards established by DoD 5400.7-R
(reference (f)).

C4.2.3.3. Civilian Employees Not Under the FPM

C4.2.3.3.1. Whileit is not possible to identify categorically those items
of personal information that must be released regarding civilian employees not subject
to reference (h), such as nonappropriated fund employees, normally the following items
may be released without aclearly unwarranted invasion of personal privacy:

C4.2.3.1.1. Full name.

C4.2.3.1.2. Grade or position.

C4.2.3.1.3. Date of grade.

C4.2.3.1.4. Gross sdary.

C4.2.3.1.5. Present and past assignments.

C4.2.3.1.6. Future assignments, if officially established.

C4.2.3.1.7. Office or duty telephone numbers.
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C4.2.3.2. All releases of personal information regarding civilian personnel in
this category shall be made in accordance with the standards established by DoD
5400.7-R (reference (f)).

C4.2.4. Release of Home Addresses and Home Telephone Numbers

C4.2.4.1. Therelease of home addresses and home telephone numbers
normally is considered aclearly unwarranted invasion of personal privacy andis
prohibited. However, these may be released without prior specific consent of the
individua if:

C4.2.4.1.1. Theindividua has indicated previously that he or she
interposes no objection to their release (see paragraphs C4.2.4.3. and C4.2.4.4. of this
Chapter);

C4.2.4.1.2. The source of the information to be released is apublic
document such as commercial telephone directory or other public listing;

C4.2.4.1.3. Thereleaseisrequired by Federal statute (for example,
pursuant to Federally funded State programs to locate parents who have defaulted on
child support payments (42 U.S.C. Section 653, reference (k)); or

C4.2.4.1.4. Thereleasing official releases the information under the
provisions of DoD 5400.7-R (reference (f)).

C4.2.4.2. Arequest for ahome address or telephone number may be referred
to the last known address of the individual for adirect reply by him or her to the
requester. Insuch cases the requester shall be notified of the referral.

C4.2.4.3. When collecting lists of home addresses and tel ephone numbers, the
individual may be offered the option of authorizing the information pertaining to him or
her to be disseminated without further permission for specific purposes, such as locator
services. Inthese cases, the information may be disseminated for the stated purpose
without further consent. However, if the information is to be disseminated for any
other purpose, anew consent is required. Normally such consent for release is in
writing and signed by the individual.
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C4.2.4.4. Before listing home addresses and home tel ephone numbers in DoD
telephone directories, give the individuals the opportunity to refuse such alisting.
Excuse the individua from paying any additional cost that may be associated with
maintaining an unlisted number for government-owned telephone services if the
individual requests his or her number not be listed in the directory under this Regulation.

C4.2.45. Do not sell or rent lists of individua names and addresses unless
such action is specifically authorized.

C4.2.5. Disclosures For Established Routine Uses

C4.2.5.1. Records may be disclosed outside the Department of Defense
without consent of the individual to whom they pertain for an established routine use.

C4.2.5.2. Aroutine use shall:

C4.2.5.2.1. Be compatible with and related to the purpose for which the
record was compiled;

C4.2.5.2.2. Identify the persons or organizations to whom the record may
be released;

C4.2.5.2.3. Identify specifically the uses to which the information may be
put by the receiving Agency; and

C4.2.5.2.4. Have been published previously in the Federal Reqgister (see
paragraph C6.3.9. of Chapter 6).

C4.2.5.3. Establish aroutine use for each user of the information outside the
Department of Defense who need official access to the records.

C4.2.5.4. Routine uses may be established, discontinued, or amended without
the consent of the individuals involved. However, new or changed routine uses must be
published in the Federal Reqister at least 30 days before actually disclosing any records
under their provisions (see Chapter 6).
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C4.2.5.5. Inaddition to the routine uses established by the individual system
notices, common blanket routine uses for all DoD-maintained systems of records have
been established (see Appendix 3). These blanket routine uses are published only at the
beginning of the listing of system notices for each Component in the Federal Register
(see paragraph C6.4.3. of Chapter 6). Unless asystem notice specifically excludes a
system from agiven blanket routine use, all blanket routine uses apply.

C4.2.5.6. If the recipient has not been identified in the Federal Register or a
use to which the recipient intends to put the record has to been published in the system
notice as aroutine use, the written permission of the individua is required before
release or use of the record for that purpose.

C4.2.6. Disclosures to the Bureau of the Census. Records in DoD systems of
records may be disclosed without the consent of the individuals to whom they pertain to
the Bureau of the Census for purposes of planning or carrying out acensus survey or
related activities pursuant to the provisions of 13 U.S.C., section 8 (reference (1)).

C4.2.7. Disclosures For Statistical Research and Reporting

C4.2.7.1. Records may be disclosed for statistical research and reporting
without the consent of the individuals to whom they pertain. Before such disclosures
the recipient must provide advance written assurance that:

C4.2.7.1.1. Therecords will be used as statistical research or reporting
records;

C4.2.7.1.2. Therecords will only be transferred in aform that is not
individually identifiable; and

C4.2.7.1.3. Therecords will not be used, in whole or in part, to make any
determination about the rights, benefits, or entitlements of specific individuals.

C4.2.7.2. Adisclosure accounting (see paragraph C4.5.1. of this Chapter) is
not required when information that is not identifiable individualy is released for
statistical research or reporting.

C4.2.8. Disclosures to the National Archives and Record Service (NARS), General
Services Administration

C4.2.8.1. Records may be disclosed without the consent of the individud to
whom they pertain to the NARSIf they:
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C4.2.8.1.1. Have historical or other value to warrant continued
preservation; or

C4.2.8.1.2. For evauation by the NARSto determine if arecord has such
historical or other vaue.

C4.2.8.2. Records transferred to aFedera Records Center (FRC) for
safekeeping and storage do not fall withinthis category. These remain under the
control of the transferring Component, and the FRC personnel are considered agents of
the Component that retains control over the records. No disclosure accounting is
required for the transfer of records to the FRCs.

C4.2.9. Disclosures for Law Enforcement Purposes

C4.2.9.1. Records may be disclosed without the consent of the individud to
whom they pertain to another Agency or an instrumentality of any Governmental
jurisdiction within or under the control of the United States for acivil or criminal law
enforcement activity, provided:

C4.2.9.1.1. Thecivil or criminal law enforcement activity is authorized by
law;

C4.2.9.1.2. The head of the law enforcement activity or adesignee has
made awritten request specifying the particular records desired and the law enforcement
purpose (such as criminal investigations, enforcement of acivil law, or asimilar
purpose) for which the record is sought; and

C4.2.9.1.3. Thereis no Federal statute that prohibits the disclosure of
the records.

C4.2.9.2. Normally, blanket requests for access to any and all records
pertaining to anindividua are not honored.

C4.2.9.3. When arecord is released to alaw enforcement activity under
paragraph C4.2.10.1. of this Chapter, maintain adisclosure accounting. This disclosure
accounting shall not be made available to the individua to whom the record pertains if
the law enforcement activity requests that the disclosure not be rel eased.

C4.2.9.4. The blanket routine use for law enforcement (Appendix 3, section
AP3.1.) applies to all DoD Component systems notices (see paragraph C4.2.5.5. of this
Chapter). Only by including this routine use can aComponent, on its own initiative,
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report indications of violations of law found in asystem of records to alaw
enforcement activity without the consent of the individual to whom the record pertains
(see paragraph C4.2.9.1. of this Chapter when responding to requests from law
enforcement activities).

C4.2.10. Emergency Disclosures

C4.2.10.1. Records may be disclosed without the consent of the individua to
whom they pertain if disclosure is made under compelling circumstances affecting the
health or safety of any individua. The affected individual need not be the subject of the
record disclosed.

C4.2.10.2. When such adisclosure is made, notify the individua who is the
subject of the record. Notification sent to the last known address of the individua as
reflected in the records is sufficient.

C4.2.10.3. The specific datato be disclosed is at the discretion of releasing
authority.

C4.2.10.4. Emergency medical information may be released by telephone.

C4.2.11. Disclosures to Congress and the General Accounting Office

C4.2.11.1. Records may be disclosed without the consent of the individua to
whom they pertain to either House of the Congress or to any committee, joint
committee or subcommittee of Congressif the release pertains to amatter within the
jurisdiction of the committee. Records may also be disclosed to the Genera
Accounting Office (GAO) in the course of the activities of GAO.

C4.2.11.2. The blanket routine use for "Congressional Inquiries’ (see
Appendix 3, section AP3.4.) applies to all systems; therefore, there is no need to verify
that the individual has authorized the release of his or her record to acongressional
member when responding to acongressional constituent inquiry.

C4.2.11.3. If necessary, accept constituent letters requesting amember of
Congress to investigate amatter pertaining to the individua as written authorization to
provide access to the records to the congressional member or his or her staff.

C4.2.11.4. The verba statement by acongressional staff member is
acceptable to establish that arequest has been received from the person to whom the
records pertain.

48 CHAPTER 4



DoD 5400.11-R, August 1983

C4.2.11.5. If the constituent inquiry is being made on behalf of someone
other than the individua to whom the record pertains, provide the congressional
member only that information releasable under DoD 5400.7-R (reference (f)). Advise
the congressional member that the written consent of the individua to whom the record
pertains is required before any additiona information may be released. Do not contact
individuals to obtain their consents for release to congressional members unless a
congressional office specifically requests that this be done.

C4.2.11.6. Nothing in paragraph C4.2.11.2. of this Chapter prohibits a
Component, when appropriate, from providing the record directly to the individua and
notifying the congressional office that this has been done without providing the record
to the congressional member.

C4.2.11.7. See paragraph C3.4.5. of Chapter 3 for the policy on assessing fees
for Members of Congress.

C4.2.11.8. Make adisclosure accounting each time arecord is disclosed to
either House of Congress, to any committee, joint committee, or subcommittee of
Congress, to any congressional member, or GAO.

C4.2.12. Disclosures Under Court Orders

C4.2.12.1. Records may be disclosed without the consent of the person to
whom they pertain under acourt order signed by ajudge of acourt of competent
jurisdiction. Releases may also be made under the compulsory legal process of
Federal or State bodies having authority to issue such process.

C4.2.12.2. When arecord is disclosed under this provision, make reasonable
efforts to notify the individual to whom the record pertains, if the legal processis a
matter of public record.

C4.2.12.3. If the process is not amatter of public record at thetimeit is
Issued, seek to be advised when the process is made public and make reasonable efforts
to notify the individua at that time.

C4.2.12.4. Notification sent to the last known address of the individua as
reflected in the records is considered reasonable effort to notify.

C4.2.12.5. Make adisclosure accounting each time arecord is disclosed under
acourt order or compulsory legal process.
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C4.2.13. Disclosures to Consumer Rights Agencies

C4.2.13.1. Certain personal information may be disclosed to consumer
reporting agencies as defined by the Federal Claims Collection Act of 1966, as
amended (reference (e)).

C4.2.13.2. Under the provisions of reference (e) the following information
may be disclosed to aconsumer reporting agency:

C4.2.13.2.1. Name, address, taxpayer identification number (SSN), and
other information necessary to establish the identity of the individual.

C4.2.13.2.2. The amount, status, and history of the claim.
C4.2.13.2.3. The Agency or program under which the claim arose.

C4.2.13.3. Reference (e) specifically requires that the system notice for the
system of records from which the information will be disclosed indicates that the
information may be disclosed to aconsumer reporting agency.

C4.3. DISCLOSURES TO COMMERCIAL ENTERPRISES

C4.3.1. General Policy

C4.3.1.1. Make releases of personal information to commercial enterprises
under the criteria established by DoD 5400.7-R (reference (f)).

C4.3.1.2. Therelationship of commercial enterprises to their clients or
customers and to the Department of Defense are not changed by this Regulation.

C4.3.1.3. The DaoD policy on persona indebtedness for military personnel is
contained in DoD Directive 1344.9 (reference (m)) and for civilian employees in the
FPM (reference (h)).

C4.3.2. Release of Personal Information

C4.3.2.1. Anyinformation that must be released under reference (f) may be
released to acommercial enterprise without the individual's consent (see paragraph
C4.2.2. of this Chapter).

50 CHAPTER 4



DoD 5400.11-R, August 1983

C4.3.2.2. Commercial enterprises may present asigned consent statement
setting forth specific conditions for release of persona information. Statements such
as the following, if signed by the individual, are considered valid:

"I hereby authorize the Department of Defense to verify my Social Security Number or
other identifying information and to disclose my home address and tel ephone number to
authorized representatives of (name of commercial enterprise) so that they may use this
information in connection with my commercia dealings with that enterprise. All
information furnished will be used in connection with my financial relationship with
(name of commercial enterprise).”

C4.3.2.3. When astatement of consent as outlined in paragraph C4.3.2.2. of
this Chapter is presented, provide the requested information if its release is not
prohibited by some other regulation or statute.

C4.3.2.4. Blanket statements of consent that do not identify specifically the
Department of Defense or any of its Components, or that do not specify exactly the
type of information to be released, may be honored if it is clear that the individua in
signing the consent statement intended to obtain apersonal benefit (for example, aloan
to buy ahouse) and was aware of the type information that would be sought. Care
should be exercised in these situations to release only the minimum amount of personal
information essential to obtain the benefit sought.

C4.3.2.5. Do not honor requests from commercial enterprises for official
evauation of personal characteristics, such as evaluation of personal financial habits.

C4.4. DISCLOSURES TO THE PUBLIC FROM HEALTHCARE RECORDS

C4.4.1. Section Applicability. This section applies to the release of information
to the news mediaor the public concerning persons treated or hospitalized in DoD
medical facilities and patients of non-Federal medical facilities for whom the cost of
the care is paid by the Department of Defense

C4.4.2. Genera Disclosure. Normally, the following may be released without the
patient's consent.

C4.4.2.1. Personal information concerning the patient. See DoD 5400.7-R
(reference (f)) and paragraph C4.2.3. of this Chapter.

C4.4.2.2. Medical condition:
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C4.4.2.2.1. Date of admission or disposition;

C4.4.2.2.2. The present medical assessment of the individual's condition
inthe following terms if the medical doctor has volunteered the information:

C4.4.2.2.2.1. Theindividual's condition is presently (stable) (good)
(fair) (serious) or (critical); and

C4.4.2.2.2.2. Whether the patient is conscious, semiconscious, or
UNCONSCI ous.

C4.4.3. Individual Consent

C4.4.3.1. Detailled medical and other personal information may be released in
response to inquiries from the news mediaand public if the patient has given his or her
informed consent to such arelease.

C4.4.3.2. If the patient is not conscious or competent, no personal
information except that required by reference (f) shall be released until there has been
enough improvement in the patient to ensure he or she can give informed consent or a
guardian has been appointed legally for the patient and the guardian has given consent on
behalf of the patient.

C4.4.3.3. The consent described in paragraph C4.4.3.1. of this Chapter
regarding patients who are minors must be given by the parent or legal guardian.

C4.4.4. Information That May Be Released With Individua Consent

C4.4.4.1. Anyitem of personal information may be released, if the patient has
given his or her informed consent to its release.

C4.4.4.2. Releasing medical information about patients shall be done with
discretion, so as not to embarrass the patient, his or her family, or the Department of
Defense, needlessly.

C4.4.5. Disclosures to Other Government Agencies. This Chapter does not limit
the disclosures of personal medical information to other Government Agencies for use
in determining eligibility for special assistance or other benefits.

52 CHAPTER 4



DoD 5400.11-R, August 1983

C4.5. DISCLOSURE ACCOUNTING

C4.5.1. Disclosure Accountings

C4.5.1.1. Keep anaccurate record of al disclosures made from any system of
records except disclosures:

C4.5.1.1.1. To DoD personnel for use in the performance of their
official duties; or

C4.5.1.1.2. Under DoD 5400.7-R (reference (f)).

C4.5.1.2. Inall other cases adisclosure accounting is required evenif the
individual has consented to the disclosure of the information pertaining to him or her.

C4.5.1.3. Disclosure accountings:

C4.5.1.3.1. Permit individuals to determine to whom information has
been disclosed;

C4.5.1.3.2. Enable the activity to notify past recipients of disputed or
corrected information (paragraphs C3.3.9. of Chapter 3); and

C4.5.1.3.3. Provide amethod of determining compliance with paragraph
C4.1.3. of this Chapter.

C4.5.2. Contents of Disclosure Accounts. Asaminimum, disclosure accounting
shall contain:

C4.5.2.1. The date of the disclosure.
C4.5.2.2. Adescription of the information rel eased.
C4.5.2.3. The purpose of the disclosure.

C4.5.2.4. The name and address of the person or Agency to whom the
disclosure was made.

C4.5.3. Methods of Disclosure Accounting. Use any system of disclosure
accounting that will provide readily the necessary disclosure information (see paragraph
C4.5.1.3. of this Chapter).
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C4.5.4. Accounting For Mass Disclosures. When numerous similar records are
released (such as transmittal of payroll checks to abank), identify the category of
records disclosed and include the datarequired by paragraph C4.5.2. of this Chapter in
some form that can be used to construct an accounting disclosure record for individual
records if required (see paragraph C4.5.1.3. of this Chapter).

C4.5.5. Disposition of Disclosure Accounting Records. Retain disclosure
accounting records for 5 years after the disclosure or the life of the record, whichever
Is longer.

C4.5.6. Furnishing Disclosure Accountings to the Individud

C4.5.6.1. Make available to the individual to whom the record pertains all
disclosure accountings except when:

C4.5.6.1.1. The disclosure has been made to alaw enforcement activity
under paragraph C4.2.9. of this Chapter and the law enforcement activity has requested
that disclosure not be made; or

C4.5.6.1.2. The system of records has been exempted from the
requirement to furnish the disclosure accounting under the provisions of paragraph
C5.1.2. of Chapter 5.

C4.5.6.2. If disclosure accountings are not maintained with the record and the
individual requests access to the accounting, prepare alisting of al disclosures (see
paragraph C4.5.2. this Chapter) and provide this to the individua upon request.
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C5. CHAPTERS
EXEMPTIONS

C5.1. USE AND ESTABLISHMENT OF EXEMPTIONS

C5.1.1. Types of Exemptions

C5.1.1.1. There are two types of exemptions permitted by the Privacy Act.

C5.1.1.1.1. General exemptions that authorize the exemption of asystem
of records from all but certain specifically identified provisions of the Act.

C5.1.1.1.2. Specific exemptions that allow asystem of records to be
exempted only from certain designated provisions of the Act.

C5.1.1.2. Nothing inthe Act permits exemption of any system of records
from all provisions of the Act.

C5.1.2. Establishing Exemptions

C5.1.2.1. Neither general nor specific exemptions are established
automatically for any system of records. The Head of the DoD Component maintaining
the system of records must make adetermination whether the system is one for which
an exemption properly may be claimed and then propose and establish an exemption rule
for the system. No system of records within the Department of Defense shall be
considered exempted until the head of the Component has approved the exemption and
an exemption rule has been published as afina rule in the Federal Reqgister (see
paragraph C6.1.6. of Chapter 6).

C5.1.2.2. Only the Head of the DoD Component or an authorized designee
may claim an exemption for asystem of records.

C5.1.2.3. Asystem of records is considered exempt only from those provision
of the Privacy Act (reference (b)) that are identified specifically in the Component
exemption rule for the system and that are authorized by reference (b).

C5.1.2.4. To establish an exemption rule, see paragraph C6.2.2. of Chapter 6.
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C5.1.3. Blanket Exemption For Classified Materia

C5.1.3.1. Include in the Component rules ablanket exemption under 5 U.S.C.
552a(k)(1) (reference (b)) from the access provisions (5 U.S.C. 552a(d)) and the
notification of access procedures (5 U.S.C. 522a(e)(4)(H)) of the Act for all classified
material in any systems of records maintained.

C5.1.3.2. Do not claim specifically an exemption under section 552a(k)(1)
(reference (b)) for any system of records. The blanket exemption affords protection to
al classified material in all system of records maintained.

C5.1.4. Provisions From Which Exemptions May Be Claimed

C5.1.4.1. The Head of aDoD Component may claim an exemption from any
provision of the Act from which an exemptionis alowed (see Appendix 4).

C5.1.4.2. Notify the Defense Privacy Office before claiming an exemption for
any system of records from the following:

C5.1.4.2.1. The exemption rule publication requirement (5 U.S.C.
552a(j)) (reference (b));

C5.1.4.2.2. The requirement to report new systems of records (5 U.S.C.
552a(0)); or

C5.1.4.2.3. The annua report requirement (5 U.S.C. 552a(p)).

C5.1.5. Use of Exemptions

C5.1.5.1. Use exemptions only for the specific purposes set forth inthe
exemption rules (see paragraph C6.2.2. of Chapter 6).

C5.1.5.2. Use exemptions only when they are in the best interest of the
Government and limit them to the specific portions of the records requiring protection.

C5.1.5.3. Do not use an exemption to deny anindividua access to any record
to which he or she would have access under DoD 5200.7-R (reference (f)).
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C5.1.6. Exempt Records in Non-Exempt Systems

C5.1.6.1. Exempt records temporarily in the hands of another Component are
considered the property of the originating Component and access to these records is
controlled by the system notices and rules of the originating Component.

C5.1.6.2. Records that are actually incorporated into asystem of records may
be exempted only to the extent the system of records into which they are incorporated
has been granted an exemption, regardless of their original status or the system of
records for which they were created.

C5.1.6.3. If arecordis accidentally misfiled into asystem of records, the
system notice and rules for the system inwhich it should actually be filed will govern.

C5.2. GENERAL EXEMPTIONS

C5.2.1. Use of the Genera Exemptions

C5.2.1.1. No DoD Component is authorized to claim the exemption for
records maintained by the Central Intelligence Agency established by 5 U.S.C.
552a(j)(1) (reference (b)).

C5.2.1.2. The general exemption established by 5 U.S.C. 552a(j)(2) (reference
(b)) may be claimed to protect investigative records created and maintained by
law-enforcement activities of aDoD Component.

C5.2.1.3. To qualify for the (j)(2) exemption, the system of records must be
maintained by an element that performs as its principal function enforcement of the
criminal law, such as U.S. Army Criminal Investigation Command (CIDC), Nava
Investigative Service (NIS), the Air Force Office of Specia Investigations (AFOSI), and
military police activities. Lawenforcement includes police efforts to detect, prevent,
control, or reduce crime, to apprehend or identify criminals; and the activities of
correction, probation, pardon, or parole authorities.

C5.2.1.4. Information that may be protected under the (j)(2) exemption
include:
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C5.2.1.4.1. Records compiled for the purpose of identifying criminal
offenders and alleged offenders consisting only of identifying dataand notations of
arrests, the nature and disposition of criminal charges, sentencing, confinement, release,
parole, and probation status (so-called criminal history records);

C5.2.1.4.2. Reports and other records compiled during criminal
investigations, to include supporting documentation.

C5.2.1.4.3. Other records compiled at any stage of the criminal law
enforcement process from arrest or indictment through the final release from parole
supervision, such as pre-sentence and parole reports.

C5.2.1.5. The (j)(2) exemption does not apply to:

C5.2.1.5.1. Investigative records prepared or maintained by activities
without primary law-enforcement missions. It may not be claimed by any activity that
does not have law enforcement as its principal function.

C5.2.1.5.2. Investigative records compiled by any activity concerning
employee suitability, eligibility, qualification, or for individual access to classified
material regardless of the principal mission of the compiling DoD Component.

C5.2.1.6. The (j)(2) exemption claimed by the law-enforcement activity will
not protect investigative records that are incorporated into the record system of a
non-law-enforcement activity or into non-exempt systems of records (see paragraph
C5.1.6.2. of this Chapter). Therefore, all system managers are cautioned to comply
with the various regulations prohibiting or limiting the incorporation of investigatory
records into system of records other than those maintained by law-enforcement
activities.

C5.2.2. Access to Records For Which a(j)(2) Exemption Is Claimed. Access to
investigative records in the hands of alaw-enforcement activity or temporarily in the
hands of amilitary commander or other criminal adjudicative activity shall be processed
under DoD 5200.7-R (reference (f)), provided that the system of records from which
the file originated is alaw enforcement record system that has been exempted from the
access provisions of this Regulation (see paragraph C3.1.6.1. of Chapter 3).
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C5.3. SPECIHC EXEMPTIONS

C5.3.1. Use of the Specific Exemptions. The specific exemptions permit certain
categories of records to be exempted from certain specific provisions of the Privacy
Act (see Appendix 4). To establish aspecific exemption, the records must meet the
following criteria (parenthetical references are to the appropriate paragraph of the Act
(5 U.S.C. 552a(k)) (reference (b)):

C5.3.1.1. (k)(1). Information specifically authorized to be classified under
DoD 5200.1-R (reference (a)) (see also paragraph C5.1.3. of this Chapter).

C5.3.1.2. (k)(2). Investigatory information compiled for law-enforcement
purposes by non-law-enforcement activities and that is not within the scope of paragraph
C5.2.1. of this Chapter. If anindividua is denied any right, privilege or benefit that he
or she is otherwise entitled by Federal law or for which he or she would otherwise be
eligible as aresult of the maintenance of the information, the individua will be
provided access to the information except to the extent that disclosure would reveal the
identity of aconfidential source. This paragraph when claimed alows limited
protection of investigative reports maintained in asystem of records used in personnel
or administrative actions.

C5.3.1.3. (K)(3). Records maintained in connection with providing protective
services to the President and other individuals under 18 U.S.C., Section 3506
(reference (n)).

C5.3.1.4. (k)(4). Records maintained solely for statistical research or
program eva uation purposes and that are not used to make decisions on the rights,
benefits, or entitlement of anindividua except for census records that may be disclosed
under 13 U.S.C,, Section 8 (reference (1)).

C5.3.1.5. (K)(5). Investigatory material compiled solely for the purpose of
determining suitability, eligibility, or qualifications for Federal civilian employment,
military service, Federal contracts, or access to classified information, but only to the
extent such material would reveal the identity of aconfidential source. This provision
allows protection of confidential sources used in background investigations,
employment inquiries, and similar inquiries that are for personnel screening to
determine suitability, eligibility, or qualifications.
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C5.3.1.6. (k)(6). Testing or examination material used solely to determine
individual qualifications for appointment or promotion in the Federal or military
service, if the disclosure would compromise the objectivity or fairness of the test or
examination process.

C5.3.1.7. (k)(7). Evauation material used to determine potential for
promotion in the Military Services, but only to the extent that the disclosure of such
material would reveal the identity of aconfidential source.

C5.3.2. Promises of Confidentiality

C5.3.2.1. Only the identity of sources that have been given an express promise
of confidentiality may be protected from disclosure under paragraphs C5.3.1.2.,
C5.3.1.5.,and C5.3.1.7. However, the identity of sources who were givenimplied
promises of confidentiality ininquiries conducted before September 27, 1975, may also
be protected from disclosure.

C5.3.2.2. Ensure that promises of confidentiality are used on alimited basis in
day-to-day operations. Establish appropriate procedures and identify fully those
categories of individuals who may make such promises. Promises of confidentiality
shall be made only when they are essential to obtain the information sought.

C5.3.3. Access to Records For Which Specific Exemptions Are Claimed. Deny
the individual access only to those portions of the records for which the claimed
exemption applies.
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C6. CHAPTERG
PUBLICATION REQUIREMENTS

C6.1. FEDERAL REGISTER PUBLICATION

C6.1.1. What Must Be Published in the Federal Register

C6.1.1.1. Three types of documents relating to the Privacy Program must be
published in the Federal Register:

C6.1.1.1.1. DoD Component Privacy Program rules;
C6.1.1.1.2. Component exemption rules; and
C6.1.1.1.3. System notices.

C6.1.1.2. See DoD 5025.1-M (reference (0)) and DoD Directive 5400.9
(reference (p)) for information pertaining to the preparation of documents for
publication in the Federal Register.

C6.1.2. The Effect of Publication in the Federal Register. Publication of a
document in the Federal Register constitutes official public notice of the existence and
content of the document.

C6.1.3. DoD Component Rules

C6.1.3.1. Component Privacy Program procedures and Component exemption
rules are subject to the rulemaking procedures prescribed in reference (p).

C6.1.3.2. System notices are not subject to formal rulemaking and are
published in the Federal Register as "Notices," not rules.

C6.1.3.3. Privacy procedura and exemption rules are incorporated
automatically into the Code of Federal Regulations (CFR). System notices are not
published in the CFR.
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C6.1.4. Submission of Rules For Publication

C6.1.4.1. Submit to the Defense Privacy Office, ODASD(A), all proposed
rules implementing this Regulation in proper format (see references (0) and (p)) for
publication in the Federal Reqgister.

C6.1.4.2. This Regulation has been publisned as afinal rule in the Federal
Reqister. Therefore, incorporate it into your Component rules by reference rather than
by republication (see reference (p)).

C6.1.4.3. DoD Component rules that simply implement this Regulation need
only be published as final rules in the Federal Register (see references (0) and (p)).

C6.1.4.4. Amendments to Component rules are submitted like the basic rules.

C6.1.4.5. The Defense Privacy Office submits the rules and amendments
thereto to the Federal Reqister for publication.

C6.1.5. Submission of Exemption Rules For Publication

C6.1.5.1. No system of records within the Department of Defense shall be
considered exempt from any provision of this Regulation until the exemption and the
exemption rule for the system has been published as afina rule in the Federal Reqgister
(see paragraph C6.1.3. of this Chapter).

C6.1.5.2. Submit exemption rules in proper format to the Defense Privacy
Office. After review, the Defense Privacy Office will submit the rules to the Federal
Register for publication.

C6.1.5.3. Exemption rules require publication both as proposed rules and fina
rules (see DoD Directive 5400.9, reference (p)).

C6.1.5.4. Section C6.2. of this Chapter discusses the content of an exemption
rule.

C6.1.5.5. Submit amendments to exemption rules in the same manner used for
establishing these rules.
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C6.1.6. Submission of System Notices For Publication

C6.1.6.1. While system notices are not subject to formal rulemaking
procedures, advance public notice must be given before aComponent may begin to
collect personal information or use anew system of records. The notice procedures
require that:

C6.1.6.1.1. The system notice describes the contents of the record
system and the routine uses for which the information in the system may be released.

C6.1.6.1.2. The public be given 30 days to comment on any proposed
routine uses before implementation; and

C6.1.6.1.3. The notice contain the date on which the system will become
effective.

C6.1.6.2. Submit system notices to the Defense Privacy Office in the Federal
Reqister format (see reference (p) and Appendix 5). The Defense Privacy Office
transmits the notices to the Federal Register for publication.

C6.1.6.3. Section C6.3. of this Chapter discusses the specific elements
required in asystem notice.

C6.2. EXEMPTION RULES

C6.2.1. Genera Procedures. Paragraph C5.2.1. of Chapter 5 provides the general
guidance for establishing exemptions for systems of records.

C6.2.2. Contents of Exemption Rules

C6.2.2.1. Each exemption rule submitted for publication must contain the
following:

C6.2.2.1.1. Therecord system identification and title of the system for
which the exemption is claimed (see paragraphs C6.3.2. and C6.3.3. of this Chapter);

C6.2.2.1.2. The specific paragraph of the Privacy Act under which
exemptions for the system are claimed (for example, 5 U.S.C. 552a(j)(2), 5 U.S.C
552a(k)(3); or 5 U.S.C. 552a(k)(7);
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C6.2.2.1.3. The specific provisions and paragraphs of the Privacy Act
from which the system is to be exempted (for example, 5 U.S.C. 552a(c)(3), or 5 U.S.C.
552a(d)(1)-(5)) (see Appendix 4); and

C6.2.2.1.4. The specific reasons why an exemption is being claimed from
each paragraph of the Act identified.

C6.2.2.2. Do not claim an exemption for classified material for individual
systems of records, since the blanket exemption applies (see paragraph C5.1.3. of
Chapter 5).

C6.3. SYSTEM NOTICES

C6.3.1. Contents of the System Notices

C6.3.1.1. Thefollowing data captions are included in each system notice:
C6.3.1.1.1. Systems identification (see paragraph C6.3.2. of this Chapter).
C6.3.1.1.2. System name (see paragraph C6.3.3. of this Chapter).
C6.3.1.1.3. System location (see paragraph C6.3.4. of this Chapter).

C6.3.1.1.4. Categories of individuals covered by the system (see
paragraph C6.3.5. of this Chapter).

C6.3.1.1.5. Categories of records in the system (see paragraph C6.3.6. of
this Chapter).

C6.3.1.1.6. Authority for maintenance of the system (see paragraph
C6.3.7. of this Chapter).

C6.3.1.1.7. Purpose(s) (see paragraph C6.3.8. of this Chapter).

C6.3.1.1.8. Routine uses of records maintained in the system, including
categories of users, uses, and purposes of such uses (see paragraph C6.3.8. of this
Chapter).

C6.3.1.1.9. Policies and practices for storing, retrieving, accessing,
retaining, and disposing of records in the system (see paragraph C6.3.9. of this Chapter).
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C6.3.1.1.10. Systems manager(s) and address (see paragraph C6.3.10. of
this Chapter).

C6.3.1.1.11. Notification procedure (see paragraph C6.3.11. of this

Chapter).

C6.3.1.1.12. Record access procedures (see paragraph C6.3.12. of this
Chapter).

C6.3.1.1.13. Contesting records procedures (see paragraph C6.3.13. of
this Chapter).

C6.3.1.1.14. Record source categories (see paragraph C6.3.14. of this
Chapter)

C6.3.1.1.15. Systems exempted from certain provision of the Act (see
paragraph C6.3.15. of this Chapter).

C6.3.1.2. The captions listed in paragraph C6.3.1.1. of this Chapter have been
mandated by the Office of Federal Register and must be used exactly as presented.

C6.3.1.3. Asample system notice is shown in Appendix 5.

C6.3.2. System Identification. The system identifier must appear on al system
notices andis limited to 21 positions, including Component code, file number and
symbols, punctuation, and spacing.

C6.3.3. System Name

C6.3.3.1. The name of the system reasonably identifies the general purpose of
the system and, if possible, the general categories of individuals involved.

C6.3.3.2. Use acronyms only parenthetically following the title or any portion
thereof, such as, "Joint Uniform Military Pay System (JUMPS)." Do not use acronyms
that are not commonly known unless they are preceded by an explanation.

C6.3.3.3. The system name may not exceed 55 character positions including
punctuation and spacing.
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C6.3.4. System L ocation

C6.3.4.1. For systems maintained in asingle location provide the exact office
name, organizational identity, and address or routing symbol.

C6.3.4.2. For geographically or organizationally decentralized systems,
specify each level of organization or element that maintains asegment of the system.

C6.3.4.3. For automated data systems with acentral computer facility and
Input/output terminals at several geographically separated locations, list each location by
category.

C6.3.4.4. When multiple locations are identified by type of organization, the
system location may indicate that official mailing addresses are contained in an address
directory published as an appendix to the Component system notices in the Federa
Register. Information concerning format requirements for preparation of an address
directory may be obtained from the project officer, Air Force Data Services Center
(AFDSC/GNM), Washington, DC 20330.

C6.3.4.5. If no address directory is used or the addresses in the directory are
incomplete, the address of each location where asegment of the record systemis
maintained must appear under the "System Location” caption.

C6.3.4.6. Classified addresses are not listed, but the fact that they are
classified is indicated.

C6.3.4.7. Use the standard U.S. Postal Service two-letter State abbreviation
symbols and Zip Codes for all domestic addresses.

C6.3.5. Categories of Individuas Covered By the System

C6.3.5.1. Set forth the specific categories of individuas to whom records in
the system pertainin clear, easily understood, non-technical terms.

C6.3.5.2. Avoidthe use of broad over-general descriptions, such as "dl Army
personnel” or "dl military personnel” unless this actualy reflects the category of
individuals involved.
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C6.3.6. Categories of Records in the System

C6.3.6.1. Describe in clear, non-technical terms the types of records
maintained in the system.

C6.3.6.2. Only documents actually retained in the system of records shall be
described, not source documents that are used only to collect dataand then destroyed.

C6.3.7. Authority For Maintenance of System

C6.3.7.1. Cite the specific provision of the Federal statute or Executive Order
that authorizes the maintenance of the system.

C6.3.7.2. Include with citations for statutes the popular names, when
appropriate (for example, Section 2103 of title 51, United States Code, "TeaTasters
Licensing Act"), and for Executive Orders, the official title (for example, Executive
Order No. 9397, "Numbering System for Federal Accounts Relating to Individua
Persons’).

C6.3.7.3. Cite the statute or Executive Order establishing the Component for
administrative housekeeping records.

C6.3.7.4. If the Component is chartered by aDoD Directive, cite that
Directive as well as the Secretary of Defense authority to issue the Directive. For
example, "Pursuant to the authority contained in the National Security Act of 1947, as
amended (10 U.S.C. 133d), the Secretary of Defense has issued DoD Directive
5105.21, the charter of the Defense Intelligence Agency (DIA) as aseparate Agency of
the Department of Defense under his control. Therein, the Director, DIA, is charged
with the responsibility of maintaining all necessary and appropriate records.”

C6.3.8. Purpose or Purposes

C6.3.8.1. List the specific purposes for maintaining the system of records by
the Component.

C6.3.8.2. Include the uses made of the information within the Component and
the Department of Defense (so-called "internal routine uses").
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C6.3.9. Routine Uses

C6.3.9.1. The blanket routine uses (Appendix 3) that appear at the beginning
of each Component compilation apply to all systems notices unless the individual
system notice specifically states that one or more of them do not gpply to the system.
List the blanket routine uses at the beginning of the Component listing of system
notices.

C6.3.9.2. For all other routine uses, when practical, list the specific activity to
which the record may be released, to include any routine automated system interface
(for example, "to the Department of Justice, Civil Rights Compliance Division," "to the
Veterans Administration, Office of Disability Benefits," or "to State and local health
agencies").

C6.3.9.3. For each routine user identified, include astatement as to the
purpose or purposes for which the record is to be released to that activity (see
paragraph C4.2.5. of Chapter 4).

C6.3.9.4. Do not use genera statements, such as, "to other Federal Agencies
as required” or "to any other appropriate Federal Agency."

C6.3.10. Policies and Practices For Storing, Retiring, Accessing, Retaining, and
Disposing of Records. This caption is subdivided into four parts:

C6.3.10.1. Storage. Indicate the medium in which the records are
maintained. (For example, asystem may be "automated, maintained on magnetic tapes
or disks," "manua, maintained in paper files," or "hybrid, maintained in acombination of
paper and automated form.") Storage does not refer to the container or facility in which
the records are kept.

C6.3.10.2. Retrievability. Specify how the records are retrieved (for example,
name and SSN, name, SSN) and indicate whether amanua or computerized index is
required to retrieve individual records.

C6.3.10.3. Safeguards. List the categories of Component personnel having
iImmediate access and those responsible for safeguarding the records from unauthorized
access. Generally identify the system safeguards (such as storage in safes, vaullts,
locked cabinets or rooms, use of guards, visitor registers, personnel screening, or
computer "fail-safe" systems software). Do not describe safeguards in such detail asto
compromise system security.
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C6.3.10.4. Retention and Disposal. Indicate how long the record is retained.
When appropriate, also state the length of time the records are maintained by the
Component, when they are transferred to aFederal Records Center, length of retention
at the Records Center and when they are transferred to the National Archivist or are
destroyed. Areference to aComponent regulation without further detailed information
Is insufficient.

C6.3.11. System Manager or Managers and Address

C6.3.11.1. List thetitle and address of the official responsible for the
management of the system.

C6.3.11.2. If the title of the specific official is unknown, such as for alocal
system, specify the local commander or office head as the systems manager.

C6.3.11.3. For geographically separated or organizationally decentralized
activities for which individuals may deal directly with officials at each location in
exercising their rights, list the position or duty title of each category of officials
responsible for the system or asegment thereof.

C6.3.11.4. Do not include business or duty addresses if they are listed in the
Component address directory.

C6.3.12. Notification Procedures

C6.3.12.1. If the record system has been exempted from paragraph (€)(4)(G)
of the Privacy Act (reference (b)) (see paragraph C5.1.4. of Chapter 5), so indicate.

C6.3.12.2. For al non-exempt systems, describe how an individual may
determine if there are records pertaining to him or her in the system. The procedural
rules may be cited, but include abrief procedural description of the needed data.
Provide sufficient information in the notice to allow anindividua to exercise his or her
rights without referral to the formal rules.

C6.3.12.3. Asaminimum, the caption shall include:

C6.3.12.3.1. The official title (normally the system manager) and official
address to which the request is to be directed,;

C6.3.12.3.2. The specific information required to determine if thereis a
record of the individual in the system.
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C6.3.12.3.3. Identification of the offices through which the individua
may obtain access; and

C6.3.12.3.4. Adescription of any proof of identity required (see
paragraph C3.1.3. of Chapter 3).

C6.3.12.4. When appropriate, the individual may be referred to a Component
official who shall provide this datato him or her.

C6.3.13. Record Access Procedures

C6.3.13.1. If the record system has been exempted from paragraph (€)(4)(H)
of reference (b) (see paragraph C5.1.4. of Chapter 5), so indicate.

C6.3.13.2. For al non-exempt records systems, describe the procedures
under which individuals may obtain access to the records pertaining to them in the
system.

C6.3.13.3. When appropriate, the individual may be referred to the system
manager or Component official to obtain access procedures.

C6.3.13.4. Do not repeat the addresses listed in the Component address
directory but refer the individual to that directory.

C6.3.14. Contesting Record Procedures

C6.3.14.1. If the record system has been exempted from paragraph (€)(4)(H)
of the Privacy Act (reference (b)) (see paragraph C5.1.4. of Chapter 5), so indicate.

C6.3.14.2. For al non-exempt systems of records, state briefly how an
individual may contest the content of arecord pertaining to him or her in the system.

C6.3.14.3. The detailed procedures for contesting record accuracy, refusal of
access or amendment, or initial review and appeal need not be included if they are
readily available el sewhere and can be referred to by the public. (For example, "The
Defense Mapping Agency rules for contesting contents and for appealing initial
determinations are contained in DMA Instruction 5400-11 (32 CFR Part 295c¢).")

C6.3.14.4. Theindividual may also be referred to the system manager to
determine these procedures.
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C6.3.15. Record Source Categories

C6.3.15.1. If the record system has been exempted from paragraph (e)(4)(1) of
reference (b) (see paragraph C5.1.4. of Chapter 5), so indicate.

C6.3.15.2. For al non-exempt systems of records, list the sources of the
information in the system.

C6.3.15.3. Specific individuals or institutions need not be identified by name,
particularly if these sources have been granted confidentiality (see paragraph C5.3.2. of
Chapter 5).

C6.3.16. System Exempted From Certain Provisions of the Act

C6.3.16.1. If no exemption has been claimed for the system, indicate "None."

C6.3.16.2. If there is an exemption claimed indicate specifically under which
paragraph of reference (b) it is claimed.

C6.3.16.3. Cite the regulation and CFR section containing the exemption rule
or the system. (For example, "Parts of this record system may be exempt under
Sections 552a(k)(2) and (5) of title 5, United States Code, as applicable. See
exemption rules contained in Army Regulation 340-21 (32 CFR Part 505).")

C6.3.17. Maintaining the Master DoD System Notice Reqistry

C6.3.17.1. The Defense Privacy Office maintains amaster registry of all DoD
record systems notices.

C6.3.17.2. Coordinate with the Defense Privacy Office to ensure that all new
systems are added to the master registry and all amendments and alterations are
incorporated into the master registry.

C6.4. NEW AND ALTERED RECORD SYSTEMS

C6.4.1. CriteriaFor aNew Record System

C6.4.1.1. Anew system of recordsis one for which there has been no system
notice published in the Federal Register.
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C6.4.1.2. If anotice for asystem of records has been canceled or deleted
before reinstating or reusing the system, anew system notice must be published in the
Federal Register.

C6.4.2. Criteria For an Altered Record System. A systemis considered altered
whenever one of the following actions occurs or is proposed:

C6.4.2.1. Asignificant increase or change in the number or type of individuas
about whom records are maintained.

C6.4.2.1.1. Only changes that alter significantly the character and purpose
of the record system are considered alterations.

C6.4.2.1.2. Increases in numbers of individuals due to normal growth are
not considered alterations unless they truly alter the character and purpose of the
system.

C6.4.2.1.3. Increases that change significantly the scope of population
covered (for example, expansion of asystem of records covering asingle command's
enlisted personnel to include all of the Component's enlisted personnel would be
considered an alteration).

C6.4.2.1.4. Areduction inthe number of individuas coveredis not an
ateration, but only an amendment (see paragraph C6.5.1. of this Chapter).

C6.4.2.1.5. All changes that add new categories of individuas to system
coverage require achange to the "Categories of individuas covered by the system”
caption of the notice (paragraph C6.3.5. of this Chapter) and may require changes to the
"Purpose(s)” caption (paragraph C6.3.8. of this Chapter).

C6.4.2.2. Anexpansion inthe types or categories of information maintained.

C6.4.2.2.1. The addition of any new category of records not described
under the "Categories of Records in System" caption is considered an alteration.

C6.4.2.2.2. Adding anew dataelement that is clearly within the scope of
the categories of records described in the existing notice is an amendment (see
paragraph C6.5.1. of this Chapter).
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C6.4.2.2.3. All changes under this criterion require achange to the
Categories of Records in System' caption of the notice (see paragraph C6.3.6. of this
Chapter).

C6.4.2.3. Anadlteration in the manner in which the records are organized or the
manner in which the records are indexed and retrieved.

C6.4.2.3.1. The change must alter the nature of use or scope of the
records involved (for example, combining records systems in areorganization).

C6.4.2.3.2. Any change under this criteriarequires achange in the
"Retrievability" caption of the system notice (see paragraph C6.3.10.2. of this Chapter).

C6.4.2.3.3. If the records are no longer retrieved by name or personal
identifier cancel the system notice (see paragraph C1.1.1. of Chapter 1).

C6.4.2.4. Achange inthe purpose for which the information in the systemis
used.

C6.4.2.4.1. The new purpose must not be compatible with the existing
purposes for which the system is maintained or ause that would not reasonably be
expected to be an alteration.

C6.4.2.4.2. If the use is compatible and reasonably expected, there is no
change in purpose and no alteration occurs.

C6.4.2.4.3. Any change under this criterion requires achange in the
"Purpose(s)” caption (see paragraph C6.3.8. of this Chapter) and may require achange in
the "Authority for maintenance of the system" caption (see paragraph C6.3.7. of this
Chapter);

C6.4.2.5. Changes that alter the computer environment (such as changes to
equipment configuration, software, or procedures) so as to create the potential for
greater or easier access.

C6.4.2.5.1. Increasing the number of offices with direct access is an
ateration.

C6.4.2.5.2. Software releases, such as operating systems and system
utilities that provide for easier access are considered alterations.
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C6.4.2.5.3. The addition of an on-line capability to apreviousy
batch-oriented system is an alteration.

C6.4.2.5.4. The addition of peripheral devices such as tape devices, disk
devices, card readers, printers, and similar devices to an existing ADP system constitute
an amendment if system security is preserved (see paragraph C6.5.1. of this Chapter).

C6.4.2.5.5. Changes to existing equipment configuration with on-line
capability need not be considered alterations to the systemif:

C6.4.2.5.5.1. The change does not alter the present security posture;
or

C6.4.2.5.5.2. The addition of terminals does not extend the capacity
of the current operating system and existing security is preserved.

C6.4.2.5.6. The connecting of two or more formerly independent
automated systems or networks together creating apotential for greater access is an
alteration.

C6.4.2.5.7. Any change under this caption requires achange to the
"Storage” caption element of the systems notice (see paragraph C6.3.10.1. of this
Chapter).

C6.4.3. Reports of New and Altered Systems

C6.4.3.1. Submit areport of anew or altered system to the Defense Privacy
Office before collecting information for or using anew system or altering an existing
system (see Appendix 6 and paragraph C6.4.4. of this Chapter).

C6.4.3.2. The Defense Privacy Office coordinates al reports of new and
altered systems with the Office of the Assistant Secretary of Defense (Legidative
Affairs) and the Office of the General Counsel, Department of Defense.

C6.4.3.3. The Defense Privacy Office prepares for the DASD(A)'s approva
and signature the transmittal letters sent to OMB and Congress (see paragraph C6.4.5.
of this Chapter).
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C6.4.4. Time Restrictions on the Operation of aNew or Altered System

C6.4.4.1. All time periods begin from the date the DASD(A) signs the
transmittal letters (see paragraph C6.4.3.3. of this Chapter). The specific time limits
are:

C6.4.4.1.1. 60 days must elapse before data collection forms or formal
instructions pertaining to the system may be issued.

C6.4.4.1.2. 60 days must elapse before the system may become
operational; (that is, collecting, maintaining, using, or disseminating records from the
system) (see also paragraph C6.1.6. of this Chapter).

C6.4.4.1.3. 60 days must elapse before any public issuance of a Request
for Proposal or Invitationto Bid for anew ADP or telecommunication system.
(NOTE: Requests for delegation of procurement authority may be submitted to the
General Services Administration during the 60 days waiting period, but these shall
include language that the Privacy Act reporting criteria have been reviewed and that a
system report is required for such procurement.)

C6.4.4.1.4. Normally 30 days must elapse before publication in the
Federal Register of the notice of anew or altered system (see paragraph C6.1.6. of this
Chapter) and the preamble to the Federal Register notice must reflect the date the
transmittal letters to OMB and Congress were signed by DASD(A).

C6.4.4.2. Do not operate asystem of records until the waiting periods have
expired (see section C10.4. of Chapter 10).

C6.4.5. Outside Review of New and Altered Systems Reports. |f no objections are
received within 30 days of asubmission to the President of the Senate, Speaker of the
House of Representatives, and the Director, OMB, of anew or altered system report it
is presumed that the new or altered systems have been approved as submitted.

C6.4.6. Exemptions For New Systems. See paragraph C6.1.5. of this Chapter for
the procedures to follow in submitting exemption rules for anew system of records.

C6.4.7. Walver of Time Restrictions

C6.4.7.1. The OMB may authorize aFederal Agency to begin operation of a
system of records before the expiration of time limits set forth in paragraph C6.4.4. of
this Chapter.
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C6.4.7.2. When seeking such awaiver, include in the letter of transmittal to
the Defense Privacy Office an explanation why adelay of 60 days in establishing the
system of records would not be in the public interest. The transmittal must include:

C6.4.7.2.1. Howthe public interest will be affected adversely if the
established time limits are followed; and

C6.4.7.2.2. Why earlier notice was not provided.

C6.4.7.3. When appropriate, the Defense Privacy Office shall contact OMB
and attempt to obtain the waiver.

C6.4.7.3.1. If awaiver is granted, the Defense Privacy Office shall notify
the subcommittee and submit the new or altered system notice along with any applicable
procedural or exemption rules for publication in the Federal Register.

C6.4.7.3.2. If the waiver is disapproved, the Defense Privacy Office shall
process the system the same as any other new or altered system and notify the
subcommittee of the OMB decision.

C6.4.7.4. Under no circumstances shall the routine uses for new or altered
system be implemented before 30 days have elapsed after publication of the system
notice containing the routine uses in the Federal Register. This period cannot be
waived.

C6.5. AMENDMENT AND DELETION OF SYSTEMSNOTICES

C6.5.1. Criteria For an Amended System Notice

C6.5.1.1. Certain minor changes to published systems notices are considered
amendments and not alterations (see paragraph C6.4.2. of this Chapter).

C6.5.1.2. Amendments do not require areport of an altered system (see
paragraph C6.4.3. of this Chapter), but must be published in the Federal Reqister.

C6.5.2. System Notices For Amended Systems.  When submitting an amendment
for asystem notice for publication in the Federal Register include:

C6.5.2.1. The system identification and name (see paragraphs C6.3.2. and
C6.3.3. of this Chapter).
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C6.5.2.2. Adescription of the nature and specific changes proposed.

C6.5.2.3. Thefull text of the system notice is not required if the master
registry contains acurrent system notice for the system (see paragraph C6.3.17. of this
Chapter).

C6.5.3. Deletion of System Notices

C6.5.3.1. Whenever asystem is discontinued, combined into another system,
or determined no longer to be subject to this Regulation, adeletion notice is required.

C6.5.3.2. The notice of deletion shall include:
C6.5.3.2.1. The system identification and name.
C6.5.3.2.2. Thereason for the deletion.

C6.5.3.3. When the systemis eliminated through combination or merger,
identify the successor system or systems in the deletion notice.

C6.5.4. Submission of Amendments and Deletions For Publication

C6.5.4.1. Submit amendments and deletions to the Defense Privacy Office for
transmittal to the Federal Register for publication.

C6.5.4.2. Include in the submission at least one original (not areproduced
copy) in proper Federal Reqgister format (see Appendix 7).

C6.5.4.3. Multiple deletions and amendments may be combined into asingle
submission.
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C7. CHAPTERY
TRAINING REQUIREMENTS

C7.1. STATUTORY TRAINING REQUIREMENTS

The Privacy Act (reference (b)) requires each Agency to establish rules of conduct for
all persons involved in the design, development, operation, and maintenance of any
system of record andto train these persons with respect to these rules.

C7.2. OMB TRAINING GUIDELINES

The OMB guidelines require all Agencies additionally to:

C7.2.1. Instruct their personnel intheir rules of conduct and other rules and
procedures adopted in implementing the Act, and inform their personnel of the penalties
for non-compliance.

C7.2.2. Incorporate training on the special requirements of the Act into both
formal and informal (on-the-job) training programs.

C7.3. DaD TRAINING PROGRAMS

C7.3.1. To meet these training requirements, establish three general levels of
training for those persons who are involved in any way with the design, development,
operation, or maintenance of any system of records. These are:

C7.3.1.1. Orientation. Training that provides basic understanding of this
Regulation as it applies to the individua's job performance. This training shall be
provided to personnel, as appropriate, and should be aprerequisite to all other levels of
training.
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C7.3.1.2. Specialized Training. Training that provides information as to the
application of specific provisions of this Regulation to specialized areas of job
performance. Personnel of particular concern include, but are not limited to personnel
specialists, finance officers, special investigators, paperwork managers, and other
specialists (reports, forms, records, and related functions), computer systems
development personnel, computer systems operations personnel, statisticians dealing
with personal data and program evaluations, and anyone responsible for implementing or
carrying out functions under this Regulation.

C7.3.1.3. Management. Training designed to identify for responsible
managers (such as, senior system managers, denial authorities, decision-makers, and the
managers of the functions described in section C7.1. of this Chapter) considerations
that they shall take into account when making management decisions regarding the
Privacy Program.

C7.3.2. Include Privacy Act training in courses of training when appropriate.
Stress individua responsibilities and advise individuals of their rights and
responsibilities under this Regulation.

C7.4. TRAINING METHODOLOGY AND PROCEDURES

C7.4.1. Each DoD Component is responsible for the development of training
procedures and methodology.

C7.4.2. The Defense Privacy Office will assist the Components in developing
these training programs and may develop privacy training programs for use by all DoD
Components.

C7.4.3. All training programs shall be coordinated with the Defense Privacy Office
to avoid duplication and to ensure maximum effectiveness.

C7.5. FUNDING FOR TRAINING

Each DoD Component shall fund its own privacy training program.
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C8. CHAPTER S8
REPORTS

C8.1. REQUIREMENT FOR REPORTS

The Defense Privacy Office shall establish requirements for DoD Privacy Reports and
DoD Components may be required to provide data.

C8.2. SUSPENSE FOR SUBMISSION OF REPORTS

The suspenses for submission of all reports shall be established by the Defense Privacy
Office.

C8.3. REPORTS CONTROL SYMBOL

Any report established by this Chapter in support of the Privacy Program shall be
assigned Report Control Symbol DD-COMP(A)1379. Specia one-time reporting
regquirements shall be licensed separately in accordance with DoD Directive 5000.19
and DoD Directive 5000-11.
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C9. CHAPTER9
INSPECTIONS

C9.1. PRIVACY ACTINSPECTIONS

During internal inspections, Component inspectors shall be alert for compliance with
this Regulation and for managerial, administrative, and operational problems associated
with the implementation of the Defense Privacy Program.

C9.2. INSPECTION REPORTING

C9.2.1. Document the findings of the inspectors in official reports that are
furnished the responsible Component officials. These reports, when appropriate, shall
reflect overall assets of the Component Privacy Program inspected, or portion thereof,
identify deficiencies, irregularities, and significant problems. Also document remedial
actions taken to correct problems identified.

C9.2.2. Retaininspections reports and later follow-up reports in accordance with
established records disposition standards. These reports shall be made available to the
Privacy Program officials concerned upon request.
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C10. CHAPTER 10
PRIVACY ACT ENFORCEMENT ACTIONS

C10.1. ADMINISTRATIVE REMEDIES

Any individual who feels he or she has alegitimate complaint or grievance against the
Department of Defense or any DoD employee concerning any right granted by this
Regulation shall be permitted to seek relief through appropriate administrative channels.

C10.2. CIVIL ACTIONS

Anindividua may file acivil suit against aDoD Component or its employees if the
individual feels certain provisions of the Act have been violated (see 5 U.S.C. 552a(q),
reference (b)).

C10.3. CIVIL REMEDIES

Inaddition to specific remedial actions, reference (b) provides for the payment of
damages, court cost, and attorney fees in some cases.

C10.4. CRIMINAL PENALTIES

C10.4.1. The act also provides for criminal penalties (see 5 U.S.C. 552&(1)
(reference (b))). Any official or employee may be found guilty of amisdemeanor and
fined not more than $5,000 if he or she willfully:

C10.4.1.1. Discloses personal information to anyone not entitled to receive
the information (see Chapter 4); or

C10.4.1.2. Maintains asystem of records without publishing the required
public notice in the Federal Register (see Chapter 6).

C10.4.2. A person who requests or obtains access to any record concerning
another individual under false pretenses may be found guilty of misdemeanor and fined
up to $5,000.
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C10.5. LITIGATION STATUSSHEET

Whenever acomplaint citing the Privacy Act is filed inaU.S. District Court against the
Department of Defense, aDoD Component, or any DoD employee, the responsible
system manager shall notify promptly the Defense Privacy Office. The litigation status
sheet at Appendix 8 provides astandard format for this notification. The initial
litigation status sheet forwarded shall, as aminimum, provide the information required
by items 1 through 6. Arevised litigation status sheet shall be provided at each stage of
the litigation. When acourt renders aformal opinion or judgment, copies of the
judgment and opinion shall be provided to the Defense Privacy Office with the litigation
status sheet reporting that judgment or opinion.
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C11. CHAPTER 11
MATCHING PROGRAM PROCEDURES

C11.1. OMB MATCHING GUIDELINES

The OMB has issued specia guidelines to be followed in programs that match the
personal records in the computerized databases of two or more Federal Agencies by
computer (see Appendix 9). These guidelines are intended to strike abalance between
the interest of the Government in maintaining the integrity of Federal programs and the
need to protect individua privacy expectations. They do not authorize matching
programs as such and each matching program must be justified individualy in
accordance with the OMB guidelines.

C11.2. REQUESTING MATCHING PROGRAMS

C11.2.1. Forward all requests for matching programs to include necessary routine
use amendments (see paragraph C6.3.9. of Chapter 6) and analysis and proposed
matching program reports (see paragraph AP9.5.6. of Appendix 9) to the Defense
Privacy Office.

C11.2.2. The Defense Privacy Office shall review each request and supporting
material and forward the report and system notice amendments to the Federal Reqgister,
OMB, and Congress, as appropriate.

C11.2.3. Changes to existing matching programs shall be processed in the same
manner as anew matching program report.

C11.3. TIME LIMITSFOR SUBMITTING MATCHING REPORTS

C11.3.1. No time limits are set by the OMB guidelines. However, in order to
establish anew routine use for amatching program, the amended system notice must
have been published in the Federal Register at least 30 days before implementation (see
paragraph C6.1.6. of Chapter 6).

C11.3.2. Submit the documentation required by paragraph C11.2.1. of this Chapter
to the Defense Privacy Office at least 45 days before the proposed initiation date of the
matching program.
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C11.3.3. The Defense Privacy Office may grant waivers to the 45 days deadline
for good cause shown. Requests for waivers shall be inwriting and fully justified.

C11.4. MATCHING PROGRAMS AMONG DoD COMPONENTS

C11.4.1. For the purpose of the OMB guidelines, the Department of Defense and
all DoD Components are considered asingle Agency.

C11.4.2. Before initiating amatching program using only the records of two or
more DoD Components, notify the Defense Privacy Office that the matchis to occur.
The Defense Privacy Office may request further information from the Component
proposing the match.

C11.4.3. Thereis no need to notify the Defense Privacy Office of computer
matches using only the records of asingle Component.

C11.5. ANNUAL REVIEW OF SYSTEMS OF RECORDS

The system manager shall review annually each system of records to determine if
records from the system are being used in matching programs and whether the OMB
Guidelines have been complied with.
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APl. APPENDIX 1

SPECIAL CONSIDERATIONS FOR SAFEGUARDING PERSONAL
INFORMATION IN ADP SYSTEMS

(See paragraph C1.4.2. of Chapter 1)

APl.1. GENERAL

AP1.1.1. The Automated Data Processing (ADP) environment subjects personal
information to special hazards as to unauthorized compromise, alteration, dissemination,
anduse. Therefore, special considerations must be given to safeguarding personal
information in ADP systems.

AP1.1.2. Persona information must also be protected while it is being processed
or accessed in computer environments outside the data processing installation (such as,
remote job entry stations, terminal stations, minicomputers, microprocessors, and
similar activities).

AP1.1.3. ADP facilities authorized to process classified material have adequate
procedures and security for the purposes of this Regulation. However, al unclassified
information subject to this Regulation must be processed following the procedures used
to process and access information designated "For Official Use Only" (see DoD
5400.7-R, reference (f)).

APL1.2. RISK MANAGEMENT AND SAFEGUARDING STANDARDS

AP1.2.1. Establish administrative, technical, and physical safeguards that are
adequate to protect the information against unauthorized disclosure, access, or misuse
(see Transmittal Memorandum No. 1 to OMB Circular A-71, reference (S)).

AP1.2.2. Technical and physical safeguards alone will not protect against
unintentional compromise due to errors, omissions, or poor procedures. Proper
administrative controls generally provide cheaper and surer safeguards.

AP1.2.3. Tailor safeguards to the type of system, the nature of the information
involved, and the specific threat to be countered.
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APL1.3. MINIMUM ADMINISTRATIVE SAFEGUARD

The minimum safeguarding standards as set forth in paragraph C1.4.2. of Chapter 1 apply
to al personal datawithin any ADP system. Inaddition:

AP1.3.1. Consider the following when establishing ADP safeguards:
AP1.3.1.1. The sensitivity of the databeing processed, stored and accessed;
AP1.3.1.2. Theinstallation environment;
AP1.3.1.3. Therisk of exposure;
AP1.3.1.4. The cost of the safeguard under consideration.

AP1.3.2. Label or designate output and storage media products (intermediate and
final) containing personal information that do not contain classified material in such a
manner as to alert those using or handling the information of the need for special
protection. Designating products "For Official Use Only"in accordance with DoD
5400.7-R (reference (f)) satisfies this requirement.

AP1.3.3. Mark and protect all computer products containing classified datain
accordance with DoD 5200.1-R (reference (a)) and DoD 5200.28-M (reference (r)).

APL1.3.4. Mark and protect al computer products containing "For Official Use
Only" material in accordance with reference (f).

APL1.3.5. Ensure that safeguards for protected information stored at secondary
sites are appropriate.

AP1.3.6. If thereis acomputer failure, restore all protected information being
processed at the time of the failure using proper recovery procedures to ensure data

integrity.

AP1.3.7. Trainall ADP personnel involved in processing information subject to
this Regulation in proper safeguarding procedures.

87 APPENDIX 1



DoD 5400.11-R, August 1983

APl.4. PHYSCAL SAFEGUARDS

APL1.4.1. For al unclassified facilities, areas, and devices that process information
subject to this Regulation, establish physical safeguards that protect the information
against reasonably identifiable threats that could result in unauthorized access or
ateration.

AP1.4.2. Develop access procedures for unclassified computer rooms, tape
libraries, micrographic facilities, decollating shops, product distribution areas, or other
direct support areas that process or contain personal information subject to this
Regulation that control adequately access to these areas.

AP1.4.3. Safeguard on-line devices directly coupled to ADP systems that contain
or process information from systems of records to prevent unauthorized disclosure,
use, or alteration.

AP1.4.4. Dispose of paper records following appropriate record destruction
procedures.

APL5. TECHNICAL SAFEGUARDS

AP1.5.1. The use of encryption devices solely for the purpose of protecting
unclassified personal information transmitted over communication circuits or during
processing in computer systems is normally discouraged. However, when a
comprehensive risk assessment indicates that encryption is cost-effective it may be
used.

AP1.5.2. Remove personal data stored on magnetic storage media by methods that
preclude reconstruction of the data.

AP1.5.3. Ensure that personal information is not inadvertently disclosed as residue
when transferring magnetic media between activities.

AP1.5.4. Whenit is necessary to provide dia-up remote access for the processing
of personal information, control access by computer-verified passwords. Change
passwords periodically or whenever compromise is known or suspected.

AP1.5.5. Normally the passwords shall give access only to those data elements
(fields) required and not grant access to the entire database.
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AP1.5.6. Do not rely totally on proprietary software products to protect personnel
data during processing or storage.

AP1.6. SPECIAL PROCEDURES

AP1.6.1. System Managers shall:

AP1.6.1.1. Notify the ADP manager whenever personal information subject to
this Regulation is to be processed by an ADP facility.

AP1.6.1.2. Prepare and submit for publication all system notices and
amendments and alterations thereto (see paragraph C6.1.6. of Chapter 6).

AP1.6.1.3. Identify to the ADP manager those activities and individuals
authorized access to the information and notify the manager of any changes to the
access authorizations.

AP1.6.2. ADP Personnel shall:

AP1.6.2.1. Permit only authorized individuals access to the information.

APL1.6.2.2. Adhere to the established information protection procedures and
rules of conduct.

AP1.6.2.3. Notify the system manager and ADP manager whenever
unauthorized personnel seek access to the information.

AP1.6.3. ADP Installation Managers shall:

AP1.6.3.1. Maintain aninventory of all computer program applications used to
process information subject to this Regulation to include the identity of the systems of
records involved.

AP1.6.3.2. Verify that requests for new programs or changes to existing
programs have been published as required (see paragraphs C6.4.1. and C6.4.2. of
Chapter 6).

AP1.6.3.3. Notify the system manager whenever changes to computer
installations, communications networks, or any other changes in the ADP environment
occur that require an altered system report be submitted (see paragraph C6.4.2. of
Chapter 6).
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APLl.7. RECORD DISPOSAL

AP1.7.1. Dispose of records subject to this Regulation so as to prevent
compromise (see paragraph C1.4.3. of Chapter 1). Magnetic tapes or other magnetic
medium, may be cleared by degaussing, overwriting, or erasing. Unclassified carbon
ribbons are considered destroyed when placed in atrash receptacle.

AP1.7.2. Do not use re-spliced waste computer products containing personal data.

APL1.8. RISK ASSESSMENT FOR ADP INSTALLATIONS THAT PROCESS
PERSONAL DATA

AP1.8.1. Aseparate risk assessment is not required for ADP installations that
process classified material. A simple certification by the appropriate ADP official that
the facility is cleared to process agiven level of classified material (such as, Top Secret,
Secret, or Confidential) and that the procedures followed in processing "For Official
Use Only" material are to be followed in processing personal data subject to this
Regulation is sufficient to meet the risk assessment requirement.

AP1.8.2. Prepare aformal risk assessment for each ADP installation (to include
those activities with terminals and devices having access to ADP facilities) at processes
personal information subject to this Regulation and that do not process classified
material.

AP1.8.3. Address the following in the risk assessment:

AP1.8.3.1. Identify the specific systems of records supported and determine
their impact on the mission of the user.

AP1.8.3.2. Identify the threats (internal, external, and natural) to the data

AP1.8.3.3. Determine the physical and operationa (to include software)
vulnerabilities.

AP1.8.3.4. Evduate the relationships between vulnerabilities and threats.

AP1.8.3.5. Assess the impact of unauthorized disclosure or modification of
the personal information.
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AP1.8.3.6. Identify possible safeguards and their relationships to the threats
to be countered.

AP1.8.3.7. Andyze the economic feasibility of adopting the identified
safeguards.

AP1.8.3.8. Determine the safeguard to be used and devel op implementation
plans.

AP1.8.3.9. Discuss contingency plans including operational exercise plans.

AP1.8.3.10. Determine if procedures proposed are consistent with those
identified in the system notices for system of records concerned.

AP1.8.3.11. Include avulnerability assessment.

AP1.8.4. Therisk assessment shall be reviewed by the appropriate Component
officials.

AP1.8.5. Conduct arisk assessment at least every 5 years or whenthere is a
change to the installation, its hardware, software, or administrative procedures that
increase or decrease the likelihood of compromise or present new threats to the
information.

AP1.8.6. Protect the risk assessment as it is asensitive document.

AP1.8.7. Retain acopy of the risk assessment at the installation and make it
available to appropriate inspectors and authorized personnel.

AP1.8.8. Include asummary of the current risk assessment with any report of new
or altered system submitted in accordance with paragraph C6.4.3. of Chapter 6 for any
system from which information will be processed.

AP1.8.9. Complete aformal risk assessment at the beginning of the design phase
for each new unclassified ADP installation and before beginning the processing of
personal dataon aregular basis in existing ADP facility that do not process classified
data.
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AP2. APPENDIX 2

SPECIAL CONSIDERATIONS FOR SAFEGUARDING PERSONAL INFORMATION DURING
WORD PROCESSING

(See paragraph C1.4.2. of Chapter 1)

AP2.1. INTRODUCTION

AP2.1.1. Normally, word processing support is provided under two general
concepts. They are:

AP2.1.1.1. Word processing centers (WPCs); and
AP2.1.1.2. Work groups or clusters.

AP2.1.2. AWPC generally provides support to one or more functional aresas.
Characteristically, the customer delivers (by written draft or dictation) the information
to be processed to the WPC. The WPC processes the information and returns it to the
customer. There are generaly two types of WPCs:

AP2.1.2.1. AWPC may operate independent of the customer's function,
providing service in much the same manner as adata processing installation provides
ADP support, or amessage center provides electronic message service; or

AP2.1.2.2. AWPC may work within acustomer's function providing support to
that function. The support being centralized in aWPC to take advantage of increased
productivity.

AP2.1.3. Awork group or cluster generally consists of one or more pieces of
word processing equipment that are integrated into the functional office support
system. The overall word processing and functional management may be one and the
same. Depending on the size of the support job, there may be awork group or cluster
manager. Normally, however, they will be located within or in close proximity to the
functional areasupported. Information flows in and out of the work group or cluster by
normal office routine and the personnel are anintegral part of the office staff.
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AP2.2. MINIMUM STANDARDS OF PROTECTION

AP2.2.1. Regardless of configuration (WPC or work group), all personal data
processed using word processing equipment shall be afforded the standards of
protection required by paragraph C1.4.2. of Chapter 1.

AP2.2.2. The remaining special considerations discussed in this Appendix are
primarily for WPCs operating independent of the customer's function. However,
managers of other WPCs, work groups, and work clusters are encouraged to consider
and adopt, when appropriate, the special considerations discussed herein.

AP2.2.3. WPCs that are not independent of acustomer's function, work groups,
and work clusters are not required to prepare formal written risk assessments (see
section AP2.8., below).

AP2.3. WPC INFORMATION FLOW

AP2.3.1. Inanayzing procedures required to safeguard adequately personal
information in aWPC, the basic elements of WPC information flow and control must be
considered. These are:

AP2.3.1.1. Information receipt.
AP2.3.1.2. Information processing.
AP2.3.1.3. Information return.
AP2.3.1.4. Information storage or filing.
AP2.3.2. WPCs do not control information acquisition or its ultimate use by the

customers and, therefore, these are not addressed.

AP2.4. SAFEGUARDING INFORMATION DURING RECEIPT

AP2.4.1. The word processing manager shall establish procedures:

AP2.4.1.1. That require each customer who requests that information subject
to this Regulation be processed to identify specifically that information to the WPC
personnel. This may be done by:

AP2.4.1.1.1. Providing acheck-off type entry on the WPC work requests;
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AP2.4.1.1.2. Requiring that the WPC work requests be stamped with a
special legend, or that aspecial notation be made on the work requests,

AP2.4.1.1.3. Pre-designating specifically aclass of documents as coming
within the provisions of this Regulation (such as, al officer effectiveness reports, all
recall rosters, and all medical protocols).

AP2.4.1.1.4. Using aspecia cover sheet both to aert the WPC personnel
as to the type information, and to protect the document during transmittal;

AP2.4.1.1.5. Requiring anora warning on al dictation; or

AP2.4.1.1.6. Any other procedures that ensure the WPC personnel are
alerted to the fact that personal data subject to this Regulationis to be processed.

AP2.4.1.2. To ensure that the operators or other WPC personnel receiving
datafor processing that has not been identified to be under the provisions of this
Regulation but that appear to be personal promptly call the information to the attention
of the WPC supervisor or the customer;

AP2.4.1.3. To ensure that any request for the processing of persona datathat
the customer has not identified as being in asystem of records and that appears to meet
the criteria set forth in paragraph C1.1.1. of Chapter 1 is called to the attention of the
appropriate supervisory personnel and system manager.

AP2.4.2. The WPC supervisor shall ensure that personal information is not
inadvertently compromised within the WPC.

AP2.5. SAFEGUARDING INFORMATION DURING PROCESSING

AP2.5.1. Each WPC supervisor shall establish internal safeguards that shall protect
persona datafrom compromise whileit is being processed.

AP2.5.1.1. Each WPC supervisor shall establish internal personal datafrom
compromise while it is being processed.

AP2.5.1.2. Physical safeguards may include:

AP2.5.1.2.1. Controls onindividua access to the center:
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AP2.5.1.2.2. Machine configurations that reduce external access to the
information being processed, or arrangements that alert the operator to the presence of
others,

AP2.5.1.2.3. Using certain specific machines to process personal data;

AP2.5.1.2.4. Any other physical safeguards, to include specia technical
arrangements that will protect the data during processing.

AP2.5.1.3. Other safeguards may include:

AP2.5.1.3.1. Using only certain selected operators to process personal
data;

AP2.5.1.3.2. Processing personal dataonly at certain times during the day
without the WPC manager's specific authorization;

AP2.5.1.3.3. Using only certain tapes or diskettes to process and store
personal data;

AP2.5.1.3.4. Using continuous tapes for dictation of persona data;

AP2.5.1.3.5. Requiring all WPC copies of documents to be marked
specifically so as to prevent inadvertent compromise;

AP2.5.1.3.6. Returning extra copies and mistakes to the customer with
the product;

AP2.5.1.3.7. Disposing of waste containing personal datain aspecial
manner;

AP2.5.1.3.8. Any other local procedures that provide adequate protection
to the data being processed.

AP2.6. SAFEGUARDING INFORMATION DURING RETURN

AP2.6.1. The WPC snall protect the datauntil it is returned to the customer or
placed into aformal distribution channel.

AP2.6.2. Inconjunction with the appropriate administrative support personnel and
the WPC customers, the WPC manager shall establish procedures that protect the
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information from the time word processing is completed until it is returned to the
customer.

AP2.6.3. Safeguarding procedures may include:
AP2.6.3.1. Releasing products only to specifically identified individuals,;
AP2.6.3.2. Using sealed envelopes to transmit products to the customer;

AP2.6.3.3. Using special cover sheets to protect products similar to the one
discussed in paragraph AP2.4.1.1.4., above;

AP2.6.3.4. Hand carrying products to the customers;
AP2.6.3.5. Using special messengers to return the products;
AP2.6.3.6. Any other procedures that protect adequately products from

compromise while they are awaiting return or being returned to the customer.

AP2.7. SAFEGUARDS DURING STORAGE

AP2.7.1. The WPC manager shall ensure that all personal dataretained inthe
center for any purpose (including samples) are protected properly.

AP2.7.2. Safeguarding procedures may include:

AP2.7.2.1. Marking all hard copies retained with special legends or
designators;

AP2.7.2.2. Storing media containing persona datain separate files or areas;

AP2.7.2.3. Marking the storage containers for media containing personal data
with special legends or notations;

AP2.7.2.4. Restricting the reuse of media used to process personal dataor
erasing automatically the media before reuse;

AP2.7.2.5. Establishing special criteriafor the WPC retention of media used
to store and process personal data;

AP2.7.2.6. Returning the mediato the customer for retention with the file
copies of the finished products,
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AP2.7.2.7. Discouraging, when practical, the long-term storage of personal
datain any form within the WPC;

AP2.7.2.8. Any other filing or storage procedures that safeguard adequately
any personal information retained or filed within the WPC.

AP2.8. RISK ASSESSMENT FOR WPCs

AP2.8.1. Each WPC manager shall ensure that aformal, written risk assessment is
prepared for each WPC that processes personal information subject to this Regulation.

AP2.8.2. The assessment shall address the areas discussed in sections AP2.4.,
AP25., AP2.6.2., and AP2.7. of this Appendix, as well as any specia risks that the WPC
location, configuration, or organization may present to the compromise or ateration of
personal databeing processed or stored.

AP2.8.3. Arisk assessment shall be conducted at least every 5 years or whenever
there is achange of equipment, equipment configuration, WPC location, WPC
configuration, or modification of the WPC facilities that either increases or decreases
the likelihood of compromise of personal data.

AP2.8.4. Copies of the risk assessment shall be retained by the WPC manager and
made available to appropriate inspectors, as well as to personnel studying equipment for
facility upgrading or modification.

AP2.8.5. Every new WPC shall have aformal risk assessment completed before
beginning the processing of persona data

AP2.9. SPECIAL CONSIDERATIONS IN WPC DESIGN AND MODIHCATION

Procedures shall be established to ensure that all personnel involved in the design of
WPCs or the acquisition of word processing equipment are aware of the special
considerations required when processing personal data subject to this Regulation.
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AP3. APPENDIX 3

DoD BLANKET ROUTINE USES

(Paragraph C4.2.5. of Chapter 4)

AP3.1. ROUTINE USE - LAW ENFORCEMENT

If asystem of records maintained by aDoD Component to carry out its functions
indicates aviolation or potential violation of law, whether civil, criminal, or regulatory
in nature, and whether arising by general statute or by regulation, rule, or order issued
pursuant thereto, the relevant records in the system of records may be referred, as a
routine use, to the Agency concerned, whether Federal, State, local, or foreign, charged
with the responsibility of investigating or prosecuting such violation or charged with
enforcing or implementing the statute, rule, regulation, or order issued pursuant thereto.

AP3.2. ROUTINE USE - DISCLOSURE WHEN REQUESTING INFORMATION

Arecord from asystem of records maintained by a Component may be disclosed as a
routine use to aFederal, State, or local agency maintaining civil, criminal, or other
relevant enforcement information or other pertinent information, such as current
licenses, if necessary to obtain information relevant to aComponent decision
concerning the hiring or retention of an employee, the issuance of asecurity clearance,
the letting of acontract, or the issuance of alicense, grant, or other benefit.

AP3.3. ROUTINE USE - DISCLOSURE OF REQUESTED INFORMATION

Arecord from asystem of records maintained by a Component may be disclosed to a
Federal Agency, inresponse to its request, in connection with the hiring or retention of
an employee, the issuance of asecurity clearance, the reporting of aninvestigation of an
employee, the letting of acontract, or the issuance of alicense, grant, or other benefit
by the requesting Agency, to the extent that the information is relevant and necessary to
the requesting Agency's decision on the matter.

AP3.4. ROUTINE USE - CONGRESS ONAL INQUIRIES

Disclosure from asystem of records maintained by aComponent may be made to a
congressional office from the record of anindividua in response to aninquiry from the
congressional office made at the request of that individual.
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AP3.5. ROUTINE USE - PRIVATE RELIEF LEGIS_LATION

Relevant information contained in all systems of records of the Department of Defense
published on or before August 22, 1975, will be disclosed to the OMB in connection
with the review of private relief legislation as set forthin OMB Circular A-19
(reference (s)) at any stage of the legidlative coordination and clearance process as set
forthinthat Circular.

AP3.6. ROUTINE USE - DISCLOSURES REQUIRED BY INTERNATIONAL
AGREEMENTS

Arecord from asystem of records maintained by a Component may be disclosed to
foreign law enforcement, security, investigatory, or administrative authorities to comply
with requirements imposed by, or to claim rights conferred in, international agreements
and arrangements including those regulating the stationing and status in foreign countries
of DoD military and civilian personnel.

AP3.7. ROUTINE USE - DISCLOSURE TO STATE AND LOCAL TAXING
AUTHORITIES

Any information normally contained in Internal Revenue Service (IRS) Form W-2 that is
maintained in arecord from asystem of records maintained by a Component may be
disclosed to State and local taxing authorities with which the Secretary of the Treasury
has entered into agreements under 5 U.S.C., Sections 5516, 5517, and 5520 (reference
(t)) and only to those State and local taxing authorities for which an employee or
military member is or was subject to tax regardless whether tax is or was withheld.

This routine use is in accordance with Treasury Fiscal Requirements Manua Bulletin
No. 76-07 (reference (u)).

AP3.8. ROUTINE USE - DISCLOSURE TO THE OFFICE OF PERSONNEL
MANAGEMENT

Arecord from asystem of records subject to the Privacy Act and maintained by a
Component may be disclosed to the Office of Personnel Management (OPM)
concerning information on pay and leave, benefits, retirement deduction, and any other
information necessary for the OPM to carry out its legally authorized Government-wide
personnel management functions and studies.
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NOTE: Do not include the references to the Reference section of this Regulation
when preparing the blanket exemptions for inclusion in other publications.
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AP4. APPENDIX 4

PROVISIONS OF THE PRIVACY ACT FROM WHICH A

GENERAL OR SPECIFIC EXEMPTION MAY BE CLAIMED

(See paragraph C5.1.4. of Chapter 5)

Section of the Privacy Act

(b)(1) Disclosures within the Department of Defense.
(2) Disclosures to the public.
(3) Disclosures for a "Routine Use."
(4) Disclosures to the Bureau of Census.
(5) Disclosures for statistical research and reporting.
(6) Disclosures to the National Archives.
(7) Disclosures for law enforcement purposes.
(8) Disclosures under emergency circumstances.
(9) Disclosures to the Congress.
(10) Disclosures to the General Accounting Office
(11) Disclosures pursuantto court orders.
(12) Disclosure to consumer reporting agencies.
(c)(1) Making disclosure accountings.
(2) Retaining disclosure accountings.
(c)(3) Making disclosure accounting available to the individual.
(c)(4) Informing prior recipients of corrections.
(d)(1) Individual access to records.
(2) Amending records.
(3) Review of the Component's refusal to amend a record.
(4) Disclosure of disputed information.
(5) Access to information compiled in anticipation of civil action.
(e)(1) Restrictions on collecting information.
(e)(2) Collecting directly from the individual.
(3) Informing individuals from whom information is requested.
(e)(@)(A) Describing the name and location of the system.
(B) Describing categories of individuals.
(C) Describing categories of records.
(D) Describing routine uses.
(E) Describing records management policies and practices.
(F) Identifying responsible officials.
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Section of the Privacy Act

(e)(4)(G) Procedures for determining if a system contains a record on an individual.
(H) Procedures for gaining access.
() Describing categories of information sources.

(e)(5) Standards of accuracy.
(e)(6) Validating records before disclosure.
(e)(7) Records of First Amendment activities.
(e)(8) Notification of disclosure under compulsory legal process.
(e)(9) Rules of conduct.
(e)(10) Administrative, technical, and physical safeguards.

(11) Notice for new and revised routine uses.
(f)(1) Rules for determining if an individual is subject of a record.
(H(2) Rules for handling access requests.
(H(3) Rules for granting access.
(H(4) Rules for amending records.
(H(5) Rules regarding fees.
(9)(1) Basis for civil action.
(9)(2) Basis for judicial review and remedies for refusal to amend.
(9)(3) Basis forjudicial review and remedies for denial of access.
(9)(4) Basis forjudicial review and remedies for other failure to comply.
(9)(5) Jurisdiction and time limits.
(h) Rights of legal guardians.
()(1) Criminal penalties for unauthorized disclosure.

(2) Criminal penalties for failure to publish.

(3) Criminal penalties for obtaining records under false pretenses.
(i) Rulemaking requirement.

()(1) General exemption for the Central Intelligence Agency.
(i)(2) General exemption for criminal law enforcement records.
(k)(1) Exemption for classified material.

(k)(2) Exemption for law enforcement material.

(k)(3) Exemption for records pertaining to Presidential protection.
(k)(4) Exemption for statistical records.

(K)(5) Exemption for investigatory material compiled for determining suitability for
employment or service.

(k)(6) Exemption for testing or examination material.
(K)(7) Exemption for promotion evaluation materials used bythe Armed Forces.
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Exemption Section of the Privacy Act
a2 K(1-7)
Yes No (D(1) Records stored in GSArecords centers.
Yes No (D(2) Records archived before September 27, 1975.
Yes No (D(3) Records archived on or after September 27,
1975.
Yes No (m) Applicability to Government contractors.
Yes No (n) Mailing lists.
1 Yes No (0) Reports on new systems.
1 Yes No (p) Annual report.
1

See paragraph C5.1.4. of Chapter 5.
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AP5. APPENDIX 5

(See Chapter 4, DoD 5025.1-M (reference (0)) for additional format information 1)

SAMPLE OF NEW OR ALTERED SYSTEM OF RECORDS NOTICE IN
FEDERAL REGISTER FORMAT

(See paragraph C6.1.6. of Chapter 6)

DEPARTMENT OF DEFENSE

Defense Nuclear Agency

Privacy Act of 1974

New System of Records

AGENCY: Defense Nuclear Agency (DNA)

ACTION: Notice of anewrecord system

SUMMARY: The Defense Nuclear Agency is adding anew system of records to its
inventory of systems of records subject to the Privacy Act of 1974. The system notice

for the new system is set forth below.

DATES. This system shall be effective unless comments are received that
result in acontrary determination.

ADDRESS:. Send comments to the System Manager identified in the system notice.
FOR FURTHER INFORMATION CONTACT:

Robert L. Brittigan,

General Counsel,

Defense Nuclear Agency,

Washington, DC 20305
Telephone (202) 325-7681

104 APPENDIX 5



DoD 5400.11-R, August 1983

SUPPLEMENTARY INFORMATION: The Defense Nuclear Agency record system
notice as prescribed by the Privacy Act of 1974 (5 U.S.C. 552a), as amended, have
appeared in the FERAL REGISTER on September 28, 1981 (46 FR 51073) and February
16, 1982 (47 FR 6829).

1 Prepare Federa Register documents on 8 1/2 by 11 inch plain bond paper. Margins shall be 1 inch al around and text shall
be double-spaced.

The Defense Nuclear Agency has submitted anew system report on March 27, 1982,
for this system of records under the provisions of 5 U.S.C. 552a(0) of the Privacy Act.

M. S. Healy
OSD Federal Register Liaison Officer
Department of Defense
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SAMPLE

HDNA 609-03

stem name:
Personnel Exposed to Radiation from Nuclear Tests.

System L ocation:
Headquarters, Defense Nuclear Agency, Washington, DC 20305, Main computer

|ocation.

Categories of individuals covered by the system:
All DoD and DoD-affiliated personnel, military and civilian, who participated in the
U.S. Government atmospheric nuclear test programs in the Pacific and at the Nevada

Test Site.

Categories of records in the system:
Personal information consisting of name, rank, service number, last known or

current address, dates of test participation, exposure and unit of assignment.

Authority for maintenance of the system:

10 U.S.C. Section 133, Powers of an Executive Department of aMilitary
Department to Prescribe Departmental Regulations; 10 U.S.C. Section 133, Secretary of
Defense:  Appointment, Powers, Duties and Delegation by; DoD Directive 5105-31,

"Defense Nuclear Agency (DNA)."

Purpose(s):

To identify those individuals who may have been exposed to radiation from nuclear
atmospheric test conducted by the U.S. Government in the Pacific or at the Nevada Test

Site.

Information is provided to the medical services of all the Military Departments to
identify military and retired personnel who were exposed to ionizing radiator during

testing.
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Routine uses of records maintained in the system including categories of users, and the
purpose of such uses.

To the National Research Council and Center for Disease Control to determine the
effects of ionizing radiation for the limited purpose of conducting epidemiological
studies of the atmospheric nuclear weapons tests on DoD participants in those tests.

To the Department of Energy (DoE) to identify DoE contractor personnel exposed
to ionizing radiation during nuclear testing for the limited purpose of conducting
epidemiological studies of radiation effects of individuas so identified.

To the Department of Transportation (DoT) for the limited purpose of identifying
DoT and DoT-affiliated personnel exposed to ionizing radiation during nuclear testing.

To the Veterans Administration to make determinations on service-connected
disability for the purpose or resolving claims.

Policies and Practices for storing, retrieving, accessing, retaining, and disposing of
records in the system:

Storage: Paper records infile folders; computer magnetic tape disks and printouts in
secure computer facility.

Retrievability: Paper records filed in folders and computer magnetic tape and disk
retrieved by name.

Safequards: Paper records are filed in folders stored in locked security safes.
Magnetic tapes stored in avault in asecure computer area.

Retention and disposal: Paper records are retained until information is transferred to
magnetic tapes, then destroyed. Magnetic tapes and disks are returned indefinitely.

System manager(s) and address: Director, Defense Nuclear Agency, ATTN: Privacy Act
Officer, Washington, DC 20305, telephone (202) 325-7681.

Notification procedure: Information may be obtained from the System Manager.

Record access procedures. Requests should be addressed to the System Manager.
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Contesting Record Procedures. The Agency's rules for contesting contents and
appealing initial determinations are contained in DNA Instruction 5400.11 (32 CFR Part
2914). Additiona information may be obtained from the System Manager.

Record source categories: DNA records, searches of DoD records by other DoD
Components, and from individuals voluntarily contacting DNA by telephone or mail.

Systems exempted from certain provision of the Act: None.
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AP6. APPENDIX 6

FORMAT FOR NEW OR ALTERED SYSTEM REPORT

(See paragraph C6.4.3. of Chapter 6)

The report on anew or altered system shall consist of atransmittal letter, anarrative
statement, and include supporting documentation.

A. TRANSMITTAL LETTER. The transmittal letter to the Director, Defense Privacy
Office, ODASD(A), shall include any request for waivers as set forth in paragraph
C6.4.7. of Chapter 6. The narrative statement shall be attached thereto.

B. NARRATIVE STATEMENT. The narrative statement is typed in double space on
standard bond paper in the format shown at attachment 1. The statement includes:

1. System Identification and Name. This caption sets forth the identification and
name of the system (see paragraphs C6.3.2. and C6.3.3. of Chapter 6).

2. Responsible Official. The name, title, address, and telephone number of the
privacy official responsible for the report and to whom inquiries and comments about
the report may be directed by Congress, the Office of Management and Budget, or
Defense Privacy Office.

3. Purpose of the System or Nature of the Change Proposed. Describe the
purpose of the new system. For an altered system, describe the nature of the change
being proposed.

4. Authority for the System. See paragraph C6.3.7. of Chapter 6.

5. Number of Individuals. The approximate number of individuals about whom
records are to be maintained.

6. Information on First Amendment Activities. Describe any information to be
kept on the exercise of individud's First Amendment rights and the basis for
maintaining it as provided for in paragraph C1.1.5. of Chapter 1.
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7. Measures to Ensure Information Accuracy. If the systemisto be used to make
determinations about rights, benefits, or entitlements of individuals, describe the
measures being established to ensure the accuracy, currency, relevance, and
completeness of the information used for these purposes.

8. Other Measures to Ensure System Security. Describe the steps taken to
minimize the risk of unauthorized access to the system. A more detailed assessment of
security risks and specific administrative, technical, and physical safeguards shall be
available for review upon request.

9. Relationship to State and L ocal Government Activities. Describe the
relationship of the system to State or local government activities that are the sources,
recipients, or users of the information in the system.

C. SUPPORTING DOCUMENTATION. Item 10 of the narrative is captioned
Supporting Documents. A positive statement for this caption is essential for those
enclosures that are not required to be enclosed. For example, "No changes to the
existing Army procedural or exemption rules (32 CFR Part 505) are required for this
proposed system.” List in numerical sequence only those enclosures that are actually
furnished. The following are typical enclosures that may be required:

1. For anew system, an advance copy of the system notice that is proposed for
publication. For an altered system (see paragraph C6.5.4. of Chapter 6) an advance
copy of the notice reflecting the specific changes proposed.

2. Anadvance copy of any new rules or changes to the published Component rules
to be issued for the new or altered system. If no change to existing rules is required,
SO state in the narrative.

3. Anadvance copy of any proposed exemption rule if the new or altered systemis

to be exempted in accordance with Chapter 5. If there is no exemption, so state inthe
narrative.
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4. Any other supporting documentation that may be pertinent or helpful in
understanding the need for the system or clarifying its intended use. While not
required, such documentation, when available, is helpful in evaluating the new or altered
System.

Attachments - 2
AP6.A1. Format for Narrative Statement
AP6.A2. Sample Report
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AP6.Al. ATTACHMENT 1 TOAPPENDIX 6

FORMAT FOR NARRATIVE STATEMENT

DEPARTMENT OF DEFENSE
(Component Name)
REPORT ON NEW (OR ALTERED) SYSTEM UNDER
THE PRIVACY ACT OF 1974

(Indicate none or not applicable, as appropriate).

1.

2.

3.

8.

0.

System Identification and Name:

Responsible Officia:

Purpose(s) of the System: (for anew system only) or

Nature of the Change (s) Proposed: (for altered system)

Authority for the System:

Number of Individuds:

Information on First Amendment Activities:

M easures to Ensure Information Accuracy:

Other Measures to Ensure System Security:

Relations to State or Local Government Activities:

10. Supporting Documentation: (Indicate here, as apositive statement, those
enclosures not required as set forth in section C. of the format instructions.)

SIGNATURE BLOCK OF SUBMITTING OFHCIAL
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AP6.A2. ATTACHMENT 2 OF APPENDIX 6

SAMPLE FORMAT

DEPARTMENT OF DEFENSE
Defense Nuclear Agency
REPORT ON NEW SYSTEM UNDER THE PRIVACY ACT OF 1974

1. System Identification and Name: HDNA 609-03, entitled "Personnel Exposed To
Radiation From Nuclear Tests."

2. Responsible Official: Robert L. Brittigan, General Counsel, Defense Nuclear
Agency, Washington, DC 20305. Telephone: AreaCode (202) 325-7781.

3. Purpose of the System: To consolidate into one system the names, addresses, and
exposures of all DoD or DoD-associated personnel who may have been exposed to
ionizing radiation during the atmospheric nuclear testing programs in the Pacific and at
the Nevada Test Site.

4. Authority for the System: See "Authority for Maintenance of the System' caption
of the attached proposed system notice.

5. Number of Individuals: Approximately 300,000 individuals will be affected by this
new system, since the system includes all DoD and DoD-affiliated participants in the
atmospheric nuclear tests program.

6. Information on First Amendment Activities: None.

7. Measures to Ensure Information Accuracy: Records consist of personal datato be
provided by the individua such as name, rank, service number, last known or current
address, dates of test participation, exposure date, if available, and unit of assignment.
When the information has been obtained from sources other than the individual,
follow-up is attempted to ensure accuracy.
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8. Other Measures to Ensure System Security:

a Paper records before processing for computer storage are retained in locked filing
cabinets located in limited access facilities aa DNA Headquarters and the Armed Forces
Radiobiology Research Institute.

b. Privacy datain the Headquarters, DNA, ADP facility is afforded the same
protection as classified datain that the DNA computer system employs aFile Security
System (FSS) to protect classified and privacy datafiles from being accessed by
unauthorized users.

9. Relations to State and Local Government Activities: None.

10. Supporting Documentation: No changes to existing procedural or exemption rules
are required for this proposed new system.

Robert L. Brittigan
Genera Counsel

Enclosures - 2

1. Advance copy of proposed system notice.

2. Copy of tasking memorandum from the Assistant Secretary of Defense (Manpower,
Reserve Affairs, and Logistics) to the Director, Defense Nuclear Agency, "DoD
Personnel Participation in Atmospheric Nuclear Weapons Testing," January 28, 1978.

(NOTE: Enclosures are not included in the sample, above.)
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AP7. APPENDIX 7

(See Chapter 4, DoD 5025.1-M (reference (0)) for additional format information)

SAMPLE DELETIONSAND AMENDMENTSTO SYSTEMS NOTICES
IN FEDERAL REGISTER FORMAT

(See paragraph C6.5.4. of Chapter 6)

DEPARTMENT OF DEFENSE

Department of Air Force

PRIVACY ACT OF 1974

Deletions and Amendments to Systems of Records Notices

AGENCY: Department of the Air Force

ACTION: Notice of deletions and amendments to systems of records.

SUMMARY: The Air Force proposes to delete three and amend two notices for
systems of records subject to the Privacy Act of 1974. The specific changes to the
notices being amended are set forth below followed by the system notices, as amended,

published in their entirety.

DATES These systems notices shall be amended as proposed without further notice
on unless comments are received that would result in acontrary determination.

ADDRESS. Send comments to the system manager identified in the particular system
notice concerned.

FOR FURTHER INFORMATION CONTACT:
Mr. Jon E. Updike
HQ USAF/DAAD(S)

The Pentagon, Washington, DC 20330
Telephone: (202) 694-3431
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SUPPLEMENTARY INFORMATION: The Air Force systems of records notices
inventory subject to the Privacy Act of 1974 (5 U.S.C. 552a), as amended, have been
published to date in the Federal Register as follows:

FR Doc. 80-28255 (46 FR 50785) September 28, 1980
FR Doc. 80-31218 (46 FR 56774) October 28, 1980
FR Doc. 80-32284 (46 FR 58195) November 8, 1980
FR Doc. 80-33780 (46 FR 59996) November 23, 1980

The proposed amendments are not within the purview of the provisions of 5 U.S.C
552a(0) that requires the submission of an altered system report.

M. S. Healy

OSD Federal Register Liaison Officer
Department of Defense
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DELETIONS

FO01001 OQPTFLA

System Name: Human Reliability for Special Missions.

Reason: This systemis covered by FO3004 AFDPMDB Advanced Personnel Data
System (APDS) (46 FR 50821 (August 28, 1981)).

F01003 OBXQPCA
System Name: Cadet Promotion List.

Reason: This system has been incorporated into FO3502 AFA A Cadet
Management System (46 FR 50875 (July 28, 1981)).

F01102 OYUEBLA
System Name: Locator or Personnel Datafile.
Reason: This systemis covered by F01102 DAY X A Base, Unit, and

Organizational Military and Civilian Personnel Locator Files (46 FR 50800 (October
28, 1981)).

117 APPENDIX 7



DoD 5400.11-R, August 1983

AMENDMENTS

FO3501 DPMDQIA

System Name: Military Personnel Records System.

Changes:

System L ocation: Inline 8, change "Adjustment”to "Adjutant.”

Externa Users, Uses and Purposes:

Add at end:

"American National Red Cross. Information to local Red Cross offices for
emergency assistance to military members, dependents, relatives, or other persons if
conditions are compelling.”

"Drug Enforcement Administration” (added to those Agencies listed under
Department of Justice).

"Department of Labor: Bureau of Employees Compensation - medical information
for claims of civilian employees formerly in military service; Employment and Training
Administration - verification of service-related information for unemployment
compensation claims; Labor-Management Services Administration - for investigations
of possible violations of labor laws and pre-employment investigations; National
Research Council - for medical research purposes; U.S. Soldiers and Airmen’'s Home -
service information to determine eligibility."

118 APPENDIX 7



DoD 5400.11-R, August 1983

FO3504 OJMPLSC

System Name:  Assessments Screening Records.

Changes:

System L ocation: Inline 1, change "3700 Personnel Processing Group'to "3507
Airman Classification Squadron.”

Retention and disposal: Delete entry and substitute: "Records on airmen accepted
for sensitive or high risk assignments are retained in the office files for 18 months,
then destroyed. Records of non-selectees are retained in office files for 1 year, then
destroyed. Destructionis by tearing into pieces, shredding, pul ping, macerating, or
burning.”

Systems Manager: Inline 1, change "3700 PPGP (CCO),"to "3507 Airman
Classification Squadron.”

Record-Source Categories. Add at end, "peers, character references, and the
individual member."
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AP8. APPENDIX 8

LITIGATION STATUSSHEET

(See section C10.5. of Chapter 10)

1. Case Number 1

2. Requester

3. Document Title or Description 2
4. Litigation

a Date Complaint Filed
b. Court

c. Case File Number !
5. Defendants (DoD Component and individual)
6. Remarks (brief explanation of what the case is about)
7. Court Action

a Court's Finding
b. Disciplinary Action (as appropriate)
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a Date Complaint Filed

b. Court

c. Case File Number

d. Court's Finding

e. Disciplinary Action (as appropriate)

DoD 5400.11-R, August 1983

1 Number used by the Component for reference purposes.

2 Indicate the nature of the case, such as, "Denid of access," "Refusal to amend,” "Incorrect records," or other violations of

the Act (specify).

NOTE: Thisis the same format used in Appendix C, DoD 5400.7-R (reference (f)).

To standardize for field elements, we have not changed the format.
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AP9. APPENDIX 9

OFFICE OF MANAGEMENT AND BUDGET

MATCHING GUIDELINES

(See section C11.1. of Chapter 11)

AP9.1. PURPOSE

These guidelines supplement and shall be used in conjunction with OMB Guidelines on
the Administration of the Privacy Act of 1974, issued in July 1, 1975, and supplemented
on November 21, 1975. They replace earlier guidance on conducting computerized
matching programs issued on March 30, 1979. They are intended to help Agencies
relate the procedural requirements of the Privacy Act to the operational requirements
of computerized matching. They are designed to address the concerns expressed by the
Congress in the Privacy Act of 1974 that "the increasing use of computers and
sophisticated information technology, while essential to the efficient operation of the
Government, has greatly magnified the harm to individual privacy that can occur from
any collection, maintenance, use, or dissemination of personal information." These
guidelines do not authorize activities that are not permitted by law, nor do they prohibit
activities expressly required to be performed by law. Complying with these guidelines,
however, does not relieve aFederal Agency of the obligation to comply with the
provisions of the Privacy Act, including any provisions not cited in these guidelines.

AP9.2. SCOPE

These guidelines apply to all Agencies subject to the Privacy Act of 1974 (5 U.S.C.
552a) and to al matching programs:

AP9.2.1. Performed by aFederal Agency, whether the personal records used in the
match are Federal or non-Federal.

AP9.2.2. For which aFedera Agency discloses any personal records for use ina
matching program performed by any other Federal Agency or any non-Federal
organization.

AP9.3. EFFECTIVE DATE

These guidelines are effective on May 11, 1982.
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AP9.4. DEFINITIONS

For the purposes of the Guidelines, all the terms defined in the Privacy Act of 1974
apply.

AP9.4.1. Personal Record. Anyinformation pertaining to anindividua that is
stored in an automated system of records; for example, adatabase that contains
information about individuals that is retrieved by name or some other personal
identifier.

AP9.4.2. Matching Program. A procedure in which acomputer is used to compare
two or more automated systems of records or asystem of records with aset of
non-Federal records to find individuals who are common to more than one system or
set. The procedure includes all of the steps associated with the match, including
obtaining the records to be matched, actual use of the computer, administrative and
Investigative action on the hits, and disposition of the personal records maintained in
connection with the match. It should be noted that a single matching program may
involve several matches among anumber of participants. Matching programs do not
include the following:

AP9.4.2.1. Matches that do not compare a substantial number of records, such
as, comparison of the Department of Education’'s defaulted student loan database with
the Office of Personnel Management's Federal employee database would be covered;
comparison of six individua student |oan defaulters with the OPM file would not be
covered.

AP9.4.2.2. Checks on specific individuals to verify datain an application for
benefits done reasonably soon after the application is received.

AP9.4.2.3. Checks on specific individuals based on information that raises
guestions about anindividua's eligibility for benefits or payments done reasonably soon
after the information is received.

AP9.4.2.4. Matches done to produce aggregate statistical datawithout any
personal identifiers.

AP9.4.2.5. Matches done to support any research or statistical project when
the specific dataare not to be used to make decisions about the rights, benefits, or
privileges of specific individuals.
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AP9.4.2.6. Matches done by an Agency using its own records.

AP9.4.3. Matching Agency. The Federal Agency that actually performs the match.

AP9.4.4. Source Agency. The Federal Agency that discloses records from a
system of records to be used in the match. Note that in some circumstances asource
Agency may be the instigator and ultimate beneficiary of the matching program, as when
an Agency lacking computer resources uses another Agency to perform the match. The
disclosure of records to the matching Agency and any later disclosure of "hits' (by
either the matching or the source Agencies) must be done in accordance with the
provisions of paragraph (b) of the Privacy Act.

AP9.4.5. Hit. Theidentification, through a matching program, of aspecific
individual.

E9.5. GUIDELINES FOR AGENCIES PARTICIPATING IN MATCHING PROGRAMS

Agencies should acquire and disclose matching records and conduct matching programs
in accordance with the provisions of this section and the Privacy Act.

AP9.5.1. Disclosing Personal Records for Matching Programs

AP9.5.1.1. To Another Federal Agency. Source Agencies are responsible for
determining whether or not to disclose personal records from their systems and for
making sure they meet the necessary Privacy Act disclosure provisions when they do.
Among the factors source Agencies should consider are:

AP9.5.1.1.1. Legad authority for the match;
AP9.5.1.1.2. Purpose and description of the match;
AP9.5.1.1.3. Description of the records to be matched;

AP9.5.1.1.4. Whether the record subjects have consented to the match; or
whether disclosure of records for the match would be compatible with the purpose for
which the records were originally collected; that is, whether disclosure under a"routine
use' would be appropriate; whether the soliciting Agency is seeking the records for a
legitimate law enforcement activity -- whichever is appropriate; or any other provision
of the Privacy Act under which disclosure may be made;
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AP9.5.1.1.5. Description of additional information that may be
subsequently disclosed in relation to "hits’;

AP9.5.1.1.6. Subsequent actions expected of the source (for example,
verification of the identity of the "hits' or follow-up with individuals who are "hits").

AP9.5.1.1.7. Safeguards to be afforded the records involved, including
disposition.

AP9.5.1.2. If the Agency is satisfied that disclosure of the records would not
violate its responsibilities under the Privacy Act, it may proceed to make the disclosure
to the matching Agency. It should ensure that only the minimum information necessary
to conduct the matchis provided. If disclosure isto be made pursuant to a"routine use"
(Section (b)(3) of the Privacy Act), it should ensure that the system of records contains
such ause, or it should publish aroutine use notice inthe Federal Reqgister. The
Agency should also be sure to maintain an accounting of the disclosures pursuant to
Section (c) of the Privacy Act.

AP9.5.1.3. To anon-Federal entity. Before disclosing records to a
non-Federal entity for amatching program to be carried out by that entity, asource
Agency should, in addition to all of the consideration in paragraph E9.5.1.1., above, also
make reasonable efforts, pursuant to Section (€)(6) of the Privacy Act, to "ensure that
such records are accurate, complete, timely, and relevant for Agency purposes.”

AP9.5.2. Written Agreements. Before disclosing to either aFederal or
non-Federal entity, the source Agency should require the matching entity to agree in
writing to certain conditions governing the use of the matching file; for example, that
the matching file will remain the property of the source Agency and be returned at the
end of the matching program (or destroyed as appropriate); that the file will be used and
accessed only to match the file or files previously agreed to; that it will not be used to
extract information concerning "non-hit" individuals for any purpose, and that it will not
be duplicated or disseminated within or outside the matching Agency unless authorized
Inwriting by the source Agency.

AP9.5.3. Performing Matching Programs

AP9.5.3.1. Matching Agencies should maintain reasonable administrative,
technical, and physical security safeguards on all files involved in the matching program.

AP9.5.3.2. Matching Agencies should insure that they have appropriate
systems of records including those containing "hits" and that such systems and any
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routine uses have been appropriately noticed in the Federal Register and reported to
OMB and the Congress, as appropriate.

AP9.5.4. Disposition of Records

AP9.5.4.1. Matching Agencies will return or destroy source matching files (by
mutual agreement) immediately after the match.

AP9.5.4.2. Records relating to hits will be kept only so long as an
investigation, either criminal or administrative, is active, and will be disposed of in
accordance with the requirements of the Privacy Act and the Federal Records Schedule.

AP9.5.5. Publication Reguirements

AP9.5.5.1. Agencies, before disclosing records outside the Agency, will
publish appropriate "routine use' notices in the Federal Reqgister, if necessary.

AP9.5.5.2. If the matching program will result in the creation of anew or the
substantial alteration of an existing system of records, the Agency involved should
publish the appropriate Federal Register notice and submit the requisite report to OMB
and the Congress pursuant to OMB Circular No. A-108.

AP9.5.6. Reporting Requirements

AP9.5.6.1. Asclose to the initiation of the matching program as possible,
matching Agencies shall publishin the Federal Reqgister abrief public notice describing
the matching program. The notice should include:

AP9.5.6.1.1. Thelegal authority under which the matchis being
conducted;

AP9.5.6.1.2. Adescription of the matching program including whether the
program is one time or continuing, the organizations involved, the purpose or purposes
for which the program is being conducted, and the procedures to be used in matching and
following up on the "hits";

AP9.5.6.1.3. Acomplete description of the personal records to be
matched, including the source or sources, system of records identifying data, date or
dates and page number of the most recent Federal Register full text publication when

appropriate;

AP9.5.6.1.4. The projected start and ending dates of the program;
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AP9.5.6.1.5. The security safeguards to be used to protect against
unauthorized access or disclosure of the personal records; and

AP9.5.6.1.6. Plans for disposition of the source records and "hits."

AP9.5.7. Agencies should send acopy of this notice to the Congress andto OMB
at the same time it is sent to the Federal Register.

AP9.5.7.1. Agencies should report new or altered systems of records as
described in paragraph E9.5.5.2., above, as necessary.

AP9.5.7.2. Agencies should also be prepared to report on matching programs
pursuant to the reporting requirements of either the Privacy Act or the Paperwork
Reduction Act. Reports will be solicited by the Office of Information and Regulatory
Affairs and will focus on both the protection of individua privacy and the Government's
effective use of information technology. Reporting instructions will be disseminated
to the Agencies as part of either the reports required by paragraph (p) of the Privacy
Act, or Section 3514 of Pub. L. 96-511.

AP9.5.8. Use of Contractors. Matching programs should, as far as practicable, be
conducted "in-house" by Federal Agencies using Agency personnel, rather than by
contract. When contractors are used, however:

AP9.5.8.1. The matching Agency should, consistent with paragraph (m) of the
Privacy Act, cause the requirements of that Act to be applied to the contractor's
performance of the matching program. The contract should include the Privacy Act
clause required by Federal Personnel Regulation Amendment 155 (41 CFR 1-1.337-5).

AP9.5.8.2. Theterms of the contract should include appropriate privacy and
security provisions consistent with policies, regulations, standards, and guidelines issued
by OMB, GSA, and the Department of Commerce.

AP9.5.8.3. Theterms of the contract should preclude the contractor from
using, disclosing, copying, or retaining records associated with the matching program for
the contractor's own use.

AP9.5.8.4. Contractor personnel involved in the matching program shall be
made explicitly aware of their obligations under the Act and of these guidelines, Agency
rules, and any special safeguards in relation to each specific match performed.
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AP9.5.8.5. Any disclosures of records by the Agency to the contractor should
be made pursuant to a"routine use' (5 U.S.C. 552a(b)(3)).

E9.6. IMPLEMENTATION AND OVERSIGHT

OMB will oversee the implementation of these guidelines and shall interpret and advise
upon Agency proposals and actions within their scope, consistent with Section 6 of the
Privacy Act.
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